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KNOWLEDGE CHECK

1. How much would you say you know about Cyber Security?@
® Alot

O Quite a lot
O Some
O None

4400000 400008 449008 808 4400004
004649000030034/% $540-00000700004/8
4400000 305 G006 000534408 ~0900040
190000000600 008 2904840 000

2. What is the leading cause of Cyber Breaches? q
O Brute force

Knowing the most common causes of cyber

@ Targetted hacking breaches will help to be more cautious US40 0N 08 Slis
hishi , around these area, knowing where your best 04 400004 200N ST SN
O Phishing emails security measures must be. $0000790000008004 00684008 000024008

O Human error Progress

3. Your company is the victim of a ransome ware attack, which responses are most ethical? @
[] Paythe ransom

Test your knowledge

M Ignore the requests
[] Contact ASIC

M Keep it hidden

M Close the company

Knowledge check

Quick Game

Next Module

Module X

Module Y

‘ Submit | Module Z
Module AA
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Mock User PC
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an app

Your documents. photos, To decrypt your files yvou need to You can do it right now. Follow the
databases and other important files buy cur special software - e3ub6- instructions below. But remember
490006 409000 4490086 208
encrypted Decryptor that you do not have much time

449008 $050-9000000004%
004649000030034/8 440006 208
005 000534408 20041845
U004 S 008 /20001848 006
2000848 4000046 $000546005 006
0090 000 450004 $000-84400

e3ub6-Decryptor price

You have 2 days, 19:22:29 Current price 0.13490081 BTC

. " s y =300 UsSD
* If you do not pay on time, the price will be doubled
* Time ends on Jul 19, 23:0312 After imeends  0.26980162 BTC Progress
= 2,600 USD
Bitcoin address: 3Cx77AzCakataVpCiOwsy YABWTsEZFVET * BTC will be recalzulated in 1 hour with an actual rate
INSTRUCTIONS CHAT SUPPORT
Current module
Buy Bitcoins with Bank
How to decrypt files? ) TransferM Complete task &

Complete test

Be aware that customers who experienced ransomware and receive communication from Next Module
the attackers should not click on any links -- they may be weaponized.
how would you like to proceed? Module X
Shutdown all servers
[ Module Y
M Contact backup and Disaster Recovery team
. Module Z2
[J Purchase ransomware decryption tool
Module AA

| Submit I I Back I
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Your documents. photos,
databases and other important files
encrypted

You have 2 days, 19:22:29

*Time ends on Jul 19, 23:03112

INSTRUCTIONS CHAT SUPPORT

How to decrypt files?

Bitcoin address. 3Cx77AzCakqtaVpCiQws Y YABNTSEZTVET

Mock User PC
infected
an app

‘0

Ao To decrypt your files you need to
buy cur special software - e3ub6-

Decryptor

e3ub6-Decryptor price

* If you do not pay on time, the price will be doubled
Aftertimeends 0.26980162 BTC

Current price 0.13490081 BTC

You can do it right now. Follow the
instructions below. But remember
that you do not have much time

= 1,300 UsSD

= 2,600 USD

* BTC will be recaleulated in 1 hour with an actual rate

Buy Bitcoins with Bank
Account or Bank TransferM

@ )
a0

445006 449006 4419006 205
449008 $050-9000000004%
004649000030034/8 440006 208
005 000534408 20041845
U004 S 008 /20001848 006
2000848 4000046 $000546005 006
0090 000 450004 $000-84400

Progress

Current module

Complete task &

Complete test

Be aware that customers who experienced ransomware and receive communication
from the attackers should not click on any links -- they may be weaponized.

how would you like to proceed?
[J Shutdown all servers

M Contact backup and Disaster Recovery team

[J Purchase ransomware decryption tool

| Next I I Back I

Contacting relevant proffessionals is the
best way to ethically deal with the situation
without creating more damage.
However, shutting down servers would help
reduce damage.

Tip
440008 4419008
4419008 0%

Next Module

Module X

Module Y

Module Z

Module AA
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Mock User PC

an app _A

To whom it may concern,

400008 409008 409004 A0S
409008 $0009000000848
0064-00000900734% 440008 805
08 000084408 AL
SINNAL 048 A4S 008
AT 400006 000084408 004
008 08 400006 000500000
Progress

1000+ customers impacted.
Let customers know.
Begin recovery process.

Regards,
Disaster recovery team

Current module

Complete task &

Complete test

Customers have been impacted, and identified.
How would you like to proceed?
[] Direct customers to compromise detection tool

Next Module

Module X

M Contact effected customers Module Y

M Announce patch timeline Module 7
M Quarantine and isolate servers

Module AA
| Submit II Back I
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Mock User PC

an app 3

To whom it may concern,

400008 409008 409004 A0S
409008 $0009000000848
0064-00000900734% 440008 805
08 000084408 AL
SINNAL 048 A4S 008
AT 400006 000084408 004
008 08 400006 000500000
Progress

1000+ customers impacted.
Let customers know.
Begin recovery process.

Regards,
Disaster recovery team

Current module

Complete task &

Complete test

Customers have been impacted, and identified.
How would you like to proceed?
[] Direct customers to compromise detection tool

Next Module

Module X

M Contact effected customers Where data may have been leaked or
. . compromised its important to let them know
M Announce patch timeline what has happened and when it will be

. . rectified. Internal fixes are also needed.
M Quarantine and isolate servers

Module AA
| Next I I Back I
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Mock User PC

Data Centres are
offline and ACIC have
alerted about
ransomware attacks on =
fintechs

400008 409008 409004 A0S
409008 $0009000000848
0064-00000900734% 440008 805
08 000084408 AL
SINNAL 048 A4S 008
AT 400006 000084408 004
008 08 400006 000500000
Progress

Current module

Complete task &

l Complete test
I Data centres are offline. Government agencies begin investigation of Revil. Next Module
How would you like to proceed?
M Scan for external vulnerabilities? Module X
M Contact Government Agencies Module Y
M Publish responsible disclosure.
Module Z2
M Update compromise detection tool?
- Module AA
| Submit I I Back I
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Mock User PC

We'll contact ACIC and
make sure we're secure
before telling customers.

@ )
a0

445006 449006 4419006 205
449008 $050-9000000004%
004649000030034/8 440006 208
005 000534408 20041845
U004 S 008 /20001848 006
2000848 4000046 $000546005 006
0090 000 450004 $000-84400

Progress

Current module

Complete task &

Complete test

I Data centres are offline. Government agencies begin investigation of Revil.
How would you like to proceed?

M Scan for external vulnerabilities?

M Contact Government Agencies Its important to contact the government
. . . authorities, but also to ensure you are
M PUb“Sh I’esponSIble dlSClosur‘e. interna"y secure. Reporting and
. . transparancy are important to an ethical
M’ Update compromise detection tool? response

| Next I I Back I

Next Module

Module X

Module Y

Module Z

Module AA
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Mock User PC

an app 3

To whom it may concern,

400008 409008 409004 A0S
409008 $0009000000848
0064-00000900734% 440008 805
08 000084408 AL
SINNAL 048 A4S 008
AT 400006 000084408 004
008 08 400006 000500000
Progress

Security has been upgraded, to reduce
more damage, we need to let
customers know to reduce any further
damage.

Regards,
Disaster recovery team

Current module

Complete task &

Complete test

Security has been upgraded. Phishing spammers could use the company public
announcement to spread malicious links.
How would you like to proceed?

M Direct customers to runbook instructions

Next Module

Module X

Module Y

M Include in all customer contact “Our emails will not contain links, files or images”

M Disclose awareness of exploited security vulnerability, patching process was already underway Module 2

Module AA
| Submit II Back I
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Mock User PC

an app P |

To whom it may concern,

400008 409008 409004 A0S
409008 $0009000000848
0064-00000900734% 440008 805
08 000084408 AL
SINNAL 048 A4S 008
AT 400006 000084408 004
008 08 400006 000500000
Progress

Security has been upgraded, to reduce
more damage, we need to let
customers know to reduce any further
damage.

Regards,
Disaster recovery team

(=
&

Current module

Complete task &

Complete test

Security has been upgraded. Phishing spammers could use the company public
announcement to spread malicious links.
How would you like to proceed?

M Direct customers to runbook instructions

Full transparancy along with potential cause
M Include in all customer contact “Our emails will nof Q of further damage is important to disclose to

Next Module

Module X

Module Y

customers affected by ransomware as na
ethical response.

Module Z

M Disclose awareness of exploited security vulnerobr

Module AA
| Next I I Back I
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—
Section 2
_— |
Section 3
— e |
Section 4
— e |
Section 5

MODULE 1 - RANSOMWARE ATTACKS

Section One

408 400008 400008 OB 4IU06 ISLNNINIEE SLNNINIIEE S5 A0S 06 $00584N0
AL SIS 08 BN 06 AL 400005 GBI 005 GINIE 06 400006 000584488
00078 000004400 006000000000 8005 G005 80005 000084400 GOI00S 006 GI05B4N0 006 006 00004408
SIS G008 SIS 40008 4006 G5 B ANNINNIISE $0 GO0 E40LE 400008 SIS
AL AL 08 MBS 4005 SIS SIS SIS B BININLE 00400004000
AOL GINR40IE SIS 06 SN06 BOE UGBS B BININGE NELE IS §06 A0S
ABINNIIE 400006 400008 SIU06 BB 400006 SLNNINIIEE S NNINIIEE 4006 A0S 036
00007340000 MBS SUININIGAE G35 MBI $06 NIBLE 400006 0080000 006 SONLS 006 400006
0000750000 GOIS G005/B4400 $040000000008006 G000 BEM00 00584000 SO0 006 G005 /80000 006 005 000584400
olesnnsssss ( |ink

000008 G005 4400006 440006 006 0005 00000000000800 €06 $00000084000 490008 G008 0008340
2000848 008 U BAE 400000 $0001000 04000 M09 04000 G S DI L 004000004000 0B

Next Back

-

400008 4419000 409008 B0 440008
00484-9000090034% 0044000000008 5
400008 0L 06 0000844000 0400848
010000000448 006 “3000348 04

2000345 440004 000034400 006 000005
006 4405006 0000734400 600005 $005-34400

0000090009008004 000584405 000524406
Progress

Current module

Complete task &

Complete test

Next Module

Module X

Module Y

Module Z

Module AA
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MODULE 1 - RANSOMWARE ATTACKS

MODULE TEST

1. Select all ways you can reduce damage from a ransomware attack

[0 Segment user data

[0 Reduce forward facing data

M Change your password often

[0 Update your OS as soon as it's avaliable

l Submit | l Back |
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400008 4419008 409008 B0 400008
$04409000090034/8 $00490000900845
445004 205 004 0005344006 24
SN0N0NsE4S 906 9000348 008
20041545 400004 00034000 004 €000
008 4409006 00067344006 000008 $005344006
900007300019003044 000534405 000504406

Progress

Current module

Complete task @

Complete test

Next Module

Module X

Module Y

Module Z

Module AA
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MODULE 1 - RANSOMWARE ATTACKS

MODULE TEST

1. Select all ways you can reduce damage from a ransomware attack S440000368 0544200000342
44019006 0% 006 00504400 0900848

SI9000000044S 04 0900848 @06
2000848 400006 000054000 006 00090 S
[0 Reduce forward facing data 056 400008 000N SN IS RIN
906007200019003044 000530005 €005-3404006

Progress

[0 Segment user data

M Change your password often

[0 Update your OS as soon as it's avaliable

x Changing your password will increase the overall security Ernrreat rrea e

of yours system, however it will not aid in the reduction of
damage given a ransomware attack Complete task &

Complete test

Next Module
Next Back
Module X

Module Y

Module Z

Module AA

Yy
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Test your knowledge

Module A

N

Module X

W

Module Y
—_—————
Module Z

W

Module AA

W

Module AB
—_——————
Module AC

Team Analytics

MODULE 1 - RANSOMWARE ATTACKS

Game Analytics

92%

Your score

81%
Average

Test Analytics

78%

Your score

82%

Average
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Test your knowledge

Module 1

N

Module X

W

Module Y
—_—————
Module Z

W

Module AA

W

Module AB
—_——————
Module AC

Individual Analytics

MODULE 1 - RANSOMWARE ATTACKS

Game Analytics

82%

Your team average
81%
Average

Test Analytics

78%

Your team average

82%

Average
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Data Grid Docs

?jlggqtile) a |Completed| Score |Passw
é%hg Froniy M| 22% | False
g?rlgy rope M| 88% True
:Iﬂ_\ll_aed Nadir C % e

Data Grid Docs
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Progress

Current module

Complete task @

Complete test

Next Module

Module X

Module Y

Module Z

Module AA
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