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1. How much would you say you know about Cyber Security? 

KNOWLEDGE CHECK

Brute force
Targetted hacking
Phishing emails
Human error

2. What is the leading cause of Cyber Breaches?

3. Your company is the victim of a ransome ware attack, which responses are most ethical?
Pay the ransom
Ignore the requests
Contact ASIC
Keep it hidden
Close the company

Knowing the most common causes of cyber 
breaches will help to be more cautious 

around these area, knowing where your best 
security measures must be.
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Be aware that customers who experienced ransomware and receive communication from 
the attackers should not click on any links -- they may be weaponized.
how would you like to proceed?

Shutdown all servers
Contact backup and Disaster Recovery team
Purchase ransomware decryption tool
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

Be aware that customers who experienced ransomware and receive communication 
from the attackers should not click on any links -- they may be weaponized.
how would you like to proceed?

Shutdown all servers
Contact backup and Disaster Recovery team
Purchase ransomware decryption tool
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
Contacting relevant proffessionals is the 

best way to ethically deal with the situation 
without creating more damage.

However, shutting down servers would help 
reduce damage.



https://www.cybershield.com.au

A Web Page

Module AA

Module Z

Module Y

Module X

Next Module

Complete test

Complete task

Current module



Mock User PC

Tip

Progress

an app

an app

an app



Customers have been impacted, and identified.
How would you like to proceed?

Direct customers to compromise detection tool
Contact effected customers
Announce patch timeline
Quarantine and isolate servers
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To whom it may concern,

1000+ customers impacted. 
Let customers know. 
Begin recovery process.

Regards,
Disaster recovery team
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

Customers have been impacted, and identified.
How would you like to proceed?

Direct customers to compromise detection tool
Contact effected customers
Announce patch timeline
Quarantine and isolate servers
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To whom it may concern,

1000+ customers impacted. 
Let customers know. 
Begin recovery process.

Regards,
Disaster recovery team


Where data may have been leaked or 

compromised its important to let them know 
what has happened and when it will be 
rectified. Internal fixes are also needed.
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Data centres are offline. Government agencies begin investigation of Revil.
How would you like to proceed?

Scan for external vulnerabilities?
Contact Government Agencies
Publish responsible disclosure.
Update compromise detection tool?
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Data centres are offline. Government agencies begin investigation of Revil.
How would you like to proceed?

Scan for external vulnerabilities?
Contact Government Agencies
Publish responsible disclosure.
Update compromise detection tool?

Next Back


Its important to contact the government 
authorities, but also to ensure you are 

internally secure. Reporting and 
transparancy are important to an ethical 

response



https://www.cybershield.com.au

A Web Page

Module AA

Module Z

Module Y

Module X

Next Module

Complete test

Complete task

Current module



Mock User PC

Tip

Progress

an app

an app

an app



Security has been upgraded. Phishing spammers could use the company public 
announcement to spread malicious links.
How would you like to proceed?

Direct customers to runbook instructions
Include in all customer contact “Our emails will not contain links, files or images”
Disclose awareness of exploited security vulnerability, patching process was already underway
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To whom it may concern,

Security has been upgraded, to reduce
more damage, we need to let 
customers know to reduce any further 
damage.

Regards,
Disaster recovery team
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

Security has been upgraded. Phishing spammers could use the company public 
announcement to spread malicious links.
How would you like to proceed?

Direct customers to runbook instructions
Include in all customer contact “Our emails will not contain links, files or images”
Disclose awareness of exploited security vulnerability, patching process was already underway
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To whom it may concern,

Security has been upgraded, to reduce
more damage, we need to let 
customers know to reduce any further 
damage.

Regards,
Disaster recovery team


Full transparancy along with potential cause 
of further damage is important to disclose to

customers affected by ransomware as na 
ethical response.
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1. Select all ways you can reduce damage from a ransomware attack

MODULE TEST



MODULE 1 - RANSOMWARE ATTACKS

Segment user data
Reduce forward facing data
Change your password often
Update your OS as soon as it's avaliable
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1. Select all ways you can reduce damage from a ransomware attack

MODULE TEST



MODULE 1 - RANSOMWARE ATTACKS

Segment user data
Reduce forward facing data
Change your password often
Update your OS as soon as it's avaliable
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  Changing your password will increase the overall security
of yours system, however it will not aid in the reduction of 
damage given a ransomware attack
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