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ResponsibleTech

¢! "’ Project: looks at Tech-Driven Dilemmas in business and aims to

e ‘, analyse the risks and ethical problems associated with the use
of technologies in the banking and insurance.

V¥ Goal: to create a culturally inclusive and ethically sound

workforce globally and to inspire responsible technological

1% /innovation.




Who is The Customer?

Fintech companies & Neo Banks.

Ransomware costs in 2021 predicted at $6 trillion.

2020 has been one of the worst years for

information breaches due to COVID-19.

Working from home is the main cause.




Problem Statement

* Original: “How might we ensure a bank or
business response to ransomware is made
using ethical principles?”

e Reframed: “How might we encourage ethical
cybercrime principles, for bank and business
employees, so that ransomware attacks are
handled responsibly?”
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Working Backwards Workshop

Built many empathy maps to understand our customer

Used the Crazy8'’s ideation process

Tried to understand user experience and customer benefits

Developed customer testimonials




RMIT Classification: Trusted

VISUALS

targated
criminals
keep s

We use proactive action

into how to respond and
prevent br
using

caught up in a few
urs from hoame,
now | can dy the next
one when it comes
out




The Idea: Shield CyberGames &
ShieldSet

e Based on real-life situation and user-response

* Firsthand victim perspective

* Set modules teach users about cyber-attacks,
preventive measures, and response
techniques



Why Do We
Need It?

* Maintain company
reputation and
customer's trust

* Protect company's
valuable assets from
loss




How Does Shield
CyberGames Help?

e Reduce cyber-attacks
risks, increase cyber-
security knowledge and
skills for users of all
levels

* Practice instant and
ethical respond to
ransomware through all-
in-one guides




Prototyping

Steps - Services - Wireframes




Design Architecture
Representation

Login through organisation e-
mail ID

User analytics: results, progress,
and feedback.

Manager analytics: Top and
bottom scorers, pain-points and
overall progress.

Learning and gaming room:
knowledge check, modules,
games. ]
Adaptive learning approach. Q&M

Learning moduie n




A Web Page

Landing Page

e The users have two

options: Analytics or Your Analytics

- -
Learning and gaming

Complete task
progress.

Module AA
Module AB (e




Knowledge
Check

* Entry-level questions to
check the users’
knowledge about
cybercrimes.

* Adaptive learning: This
will decide the type and
difficulty levels of the
guestions that follow.

A Web Page

tps:/ /www.cybershield. com.au

KNOWLEDGE CHECK

1. How much would you say you know about Cyber Security?@

® Alot

O Quite a lot
O Some

O None

2. What is the leading cause of Cyber Breaches?q

O Brute force
® Targetted hacking

Knowing the most common causes of cyber
breaches will help to be more cautious
around these areaq, knowing where your best

- o . , ¢
O Phishing emails security measures must be.

O Human error

3. Your company is the victim of a ransome ware attack, which responses are most ethical? @

[ Pay the ransom

M Ignore the requests
[0 Contact ASIC

M Keep it hidden

M Close the company
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Test your knowledge

Knowledge check
Quick Game

Module AA




A Web Page

In Game

* The gaming screen has - ® _’ ,,
tips and progress details. FEEES R e T prep——"

004090000590348 440904 0D
e3ub6-Decryptor price " 054 @oLBIas D41t
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Current price 013490081 ¢ -
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attack warning that's e —— o e (I o
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Revil ransomware attack.
* The question here is |

Be aware that customers who experienced ransomware and receive communication from z Next Module
the attackers should not click on any links -- they may be weaponized. —
ba Sed Off th e ti m e I i n e Of how would you like to proceed? . Module X

[J Shutdown all servers
H M Contact backup and Disaster Recovery team
the Revil attack.

[] Purchase ransomware decryption tool
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In Game

* The user will be supplied
with error messages.

* The feedback will be
open ended, meaning
that there will be an
explanation for the input
along with displaying
whether it is correct,
incorrect or partially
correct.

A Web Page

QO XL

Mock User PC

https://www.cybershield.com.au

e3ub56-Decryptor price

Current price

Be aware that customers who experienced ransomware and receive communication
from the attackers should not click on any links -- they may be weaponized.
how would you like to proceed?

D Shutdown all servers Contacting relevant proffessionals is the

best way to ethically deal with the situation
without creating more damage.
However, shutting down servers would help
reduce damage.

M Contact backup and Disaster Recovery team

[0 Purchase ransomware decryption tool
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Learning
Modules

Section One

* Different section will s i sl i s s o et o o
cover different topics il g

under the module o e s it s sag e o e e e s

ahaimiapndeb s () ||k

* Interactive and fast . St S A S A S0 i A0
paced learning modules

are key to focus ———_—

Complete test

* Adaptive from the game,

some section may be =

skipped, and others put

Module AA

more focus on.




A Web Page

Example Test

MODULE 1 - RANSOMWARE ATTACKS

Based on game and MODULE TEST

m Od u I e Iea N | ngS 1. Select all ways you can reduce damage from a ransomware attack :m::%

Tests will be one 0 Segment user data. e s i ot
. . . [0 Reduce forward facing data e aaves mxx

guestion at a time with ¥ Change your password often

. [0 Update your OS as soon as it's avaliable :
instant feedback

May vary from short to
Complete test

scenario questions

- :
All multiple choice, but

not always just one
answer




Example Test

Feedback will be detailed
and instant

Failing score of 70 to ensure
the knowledge is learnt
Question pool so that the
module may be repeated if
needed

Each module will take about
an hour including the game

A Web Page

https:/ /www.cybershield.com.au

MODULE 1 - RANSOMWARE ATTACKS

MODULE TEST

1. Select all ways you can reduce damage from a ransomware attack

[J Segment user data
[0 Reduce forward facing data
M Change your password often
[ Update your OS as soon as it's avaliable
Changing your password will increase the overall security

of yours system, however it will not aid in the reduction of
damage given a ransomware attack
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Complete task &
Complete test

Module Z
Module AA




Game Analytics

* Individual analytics will
show how the user
scored compared to the
pack

* Provides detailed
feedback about the pain
points in both the game
and test

]
Mele __ "

Modu1e AA
Modu!e AB
Module AC

A Web Page

MODULE 1- RANSOMWARE ATTACKS

Game Analytics
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Your score
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Your score
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A Web Page

https://www.cybershield.com.au

Game Analytics

Testyour knowledge]| MODULE 1 - RANSOMWARE ATTACKS

ModuleA Game Analytics
. . dleX — Nomg a |Completed
* Manager analytics will show |EEISHEEN o oty
the total teams average Moduez _ Keey Krape
Module AA Your team average cTO ‘
compared to other teams P Al

= : o |
81 /° I Data Grid Docs

* Tracks progress and scores Module AG
for each module to identify

Average

Test Analytics

pain points - S
* Lower scoring users or users 0 zihg'pfink.y

who fall behind can be Keloy iopel

supported more by the Abed Nod

Data Grid Docs

cyber security team




Future
Development

 More modules will be
added on an ongoing
basis to stay up to date

e Subscription service will
be more fleshed out

* Mobile integration will
increase accessibility

A Web Page
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Complete task &

Complete test

Next Module
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