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Executive Summary 

This report examines the future security threats 
posed to maritime trade by autonomous 
submersible weapons systems. Supported by 
the Department of Defence’s Strategic Policy 
Grants Program, investigators from the RMIT 
University Centre for Cyber Security Research 
and Innovation, Charles Darwin University and 
WiseLaw conducted an impact analysis examining 
the likelihood, impact, and mitigation steps related 
to autonomous submersible weapon systems 
scenarios.
Consultations and workshops were undertaken 
with over 50 stakeholders from members of 
government public service, the Department of 
Defence, the Royal Australian Navy (RAN), defence 
industry and researchers to generate insights 
into current UUV development, vulnerabilities in 
Australian critical maritime infrastructure, and risk 
management practices.
The findings of this report demonstrate a growing 
predicament for Australia between current 
mitigation strategies to build resiliency into critical 
undersea infrastructure and ocean-borne trade 
and future-based adaptation strategies aimed 
at developing next-generation technologies for 
underwater maritime defence. 
Key considerations are featured below: 

The time available for the Australian 
Department of Defence (Defence) to address 
emerging UUV threats is rapidly shrinking.  
Already, key UUV platforms in Artificial Intelligence 
(AI)-enabled mine capabilities have the capacity to 
paralyse critical resource and supply chain lifelines. 
Policy and strategy guidelines have highlighted 
the necessity for stronger mine countermeasures 
(MCMs). Current strategic pronouncements in the 
2023 Defence Strategic Review and among AUKUS 
partners for advanced capability development and 
acquisition have sought to address the growing 
requirement for uncrewed maritime systems (UMS). 

Acute challenges continue to exist, particularly 
with respect to personnel shortfalls and 
funding priorities, which are likely to burden 
defence planners as the focus on nuclear-
powered attack submarines (SSNs) crowds 
out other systems in the defence space.
This has implications for the Royal Australian 
Navy (RAN) and their ability to meet strategic goals 
established in RAS-AI Strategy 2040 – Warfare 
Innovation Navy (RAS-AI), Plan Mercator, and AUKUS. 
With capability shortfalls likely to continue in the 
short-to-medium term, defence authorities will require 
broader engagement with international partners to 
participate in burden-sharing and monitoring across 
strategic Sea Lanes of Communications (SLOCs). 

Current UUV development and employment 
demonstrate that Australia and its defence 
partners can no longer think of UUV threats 
as distant or as associated with times of war.
Destabilising activities that take place in the grey 
zone between war and peace are increasingly 
prevalent. UUVs, which are difficult to detect and 
can offer states the cloak of deniability, are expected 
to become more efficient, useful, and strategically 
relevant to national defence. This requires a rethinking 
of Navy and maritime defence doctrines and the role 
of emerging technologies in traditionally “crewed” 
roles.

Uncrewed, underwater vehicles (UUVs) are projected to play a critical 
role in future war and peacetime scenarios where maritime trade 
and sovereign security systems are at risk. With key vulnerabilities 
in maritime trade and supply chain maritime networks, any malicious 
use of UUVs is likely to have significant implications for Australian 
economic and sovereign security. 
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Executive Summary 

A key contribution to Australia’s maritime 
defence architecture will include a coordinated 
diplomatic program.
UUV development and capabilities have outpaced 
regional and international agreements so that in many 
cases even the language of UUVs is unclear. This 
has legal implications for concept and technology 
sharing, and field use. But further considerations 
must also include regional partnerships for maritime 
surveillance, consistent dialogues on security issues 
to form shared understandings of maritime UUV 
threats, and defence collaboration and emerging 
technology testing. Bolstering diplomatic capabilities 
will also ensure a scenario like an unfriendly military 
base close to Australian shores does not eventuate. 

The September 2022 Nord Stream sabotage 
has caused governments to rethink submarine 
infrastructure with a new emphasis on 
mitigating the potential for seabed warfare. 
Building resilience in maritime domain awareness and 
creating UUV and sensor capabilities for detection 
have become mainstream ideas in partners such 
as the United States, France, the United Kingdom, 
and more broadly within the EU and NATO. The 
emergence of seabed warfare commands illustrates 
the impact UUVs and seabed warfare scenarios 
are likely to have in the future, and offers future 
considerations for Australian Defence planners. 

There is broad-based recognition that as UUV 
development progresses, off-the-shelf UUV 
variants will proliferate, adding a multiplier 
effect to existing maritime threats.
These fears are currently alive in the domain of 
uncrewed aerial vehicles (UAVs), and will become 
more so in the near future. For instance, improvised 
underwater torpedos are currently one step removed 
from existing off-the-shelf UUV capabilities for 
determined malicious actors, which can include state 
and non-state-based actors, and criminal actors. 
With critical shipping lanes contingent upon open, 
threat-free thoroughfares like the Suez Canal, the 
Malacca Straits, or Lombok, Indonesia, the potential 
for UUV interdiction among supply routes is a 
growing concern.



The insights provided by the experts engaged 
for this report necessitate a closer look at the 
policies and strategies adopted by the Australian 
Government to militate the challenges posed 
by UUVs. The Australian government and the 
Department of Defence have some space to 
consider these challenges in more depth. But the 
fast-paced development of UUVs is closing this 
window rapidly. The future of seabed warfare 
and autonomous systems requires planning now. 
The following recommendations reflect these 
challenges.  
1. Clarify legal parameters for UUV    
 deployment.
Defence should consider whether the definitions 
of “defence vessel” and “naval vessel” may inhibit 
the development of Defence autonomous UUVs by 
industry and DSTG. Defence should consult with 
internal stakeholders like the RAN, DSTG as well as 
the autonomous UUV industry, AMSA, and Trusted 
Autonomous Systems to ensure that the definitions 
are not restrictive (especially where interoperability 
with allied forces is desirable) (see Appendix C in the 
paragraph titled ‘Naval vessels and the development 
of autonomous UUVs for Defence’ regarding the 
National Law 2012). Key considerations are:
a. That Defence ensures that if UUVs are 
 remotely operated by non-combatant (non-military  
 personnel), this is done either by explicit direction  
 of the government (who will presumably make this 
 decision knowing the ramifications in the  
 international community as regards the  
 commitment of Australia and its personnel in  
 accord with the laws of armed conflict) or with 
 the knowledge that it may expose the operators 
 to being targeted as if they had become part 
 of the fighting forces in an armed conflict scenario.  
b. Especially in light of the AUKUS arrangement,  
 Defence needs to be vigilant that the decisions  
 made preparatory to operations (such as  
 creating UUVs, remote piloting arrangements 
 and so forth) are sufficiently compliant with  
 international humanitarian laws (“the laws  
 of armed conflict”) so as not to prejudice the  
 arrangement, or the ongoing work with Australia’s  
 closest partners.

2. Undertake rapid implementation of a   
 Whole- of-Government Fuel Council, 
 as recommended in the 2023 DSR.
Current strategic fuel reserves remain a critical flaw 
in Australia’s trade and national defence. Rapid 
mitigation of this flaw is required. The anticipated 
review for the expanded national fuel storage 
capacity is unspecified in budget timelines. Fast-
tracking this review will begin the process for the 
development of infrastructure and the mitigation 
of a critical fuel disaster. 
3. Incorporate the role of UUV operations and  
 AI-enabled infrastructure in maritime 
 security strategy. 
Based on emerging risk assessments, such as those 
on seabed warfare adopted by NATO and the EU,1  
the government should develop a robust maritime 
security strategy to prevent, deter, and respond 
to UUV coordinated attacks. This strategy should 
include measures to secure Australia’s supply chains, 
SLOCs, and other critical maritime infrastructure. 
Key considerations are:
a. Existing frameworks that provide for force 
 structure and planning currently exist in Rand  
 Corp’s Supporting the Royal Australian Navys  
 Strategy for Robotics and Autonomous Systems:  
 Building an Evidence Base and RAN’s RAS-AI  
 Strategy 2040 – Warfare Innovation Navy.  
 However, these will need to be updated for UUV- 
 specific responses. The anticipated 2024 National  
 Defence Strategy would be a good place to begin  
 this discussion. However, a more specific focus  
 will be required, possibly within the 2024 RAS-AI  
 review. A consideration for inclusion would be  
 a classification system to help prioritise responses  
 to different types of UUV threats, allowing for more  
 efficient use of resources;
b. Defence to consider creating a seabed warfare  
 command with oversight of all current and future  
 UUV and underwater maritime domain awareness  
 assets. This will streamline seabed warfare  
 preparation, appropriately address risk factors,  
 and align with emerging practice in Europe,  
 Britain, and the United States. 

Recommendations
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4. Strengthen regulations and export controls. 
The government should consider strengthening 
regulations and export controls on UUV technologies 
to prevent their acquisition by non-state actors and 
criminals. This would involve working closely with 
international partners and regulating the sale and 
transfer of UUVs, especially those with advanced 
capabilities. Key considerations are:
a. Defence should consider whether AUKUS- 
 like opportunities exist for the development of  
 autonomous UUVs with like-minded countries. 
 If pursued, it is noted that such opportunities  
 would require consideration and likely spur reform  
 of Australia’s current autonomous vessel legal  
 regime (see appendix C) as well as potentially  
 other laws, such as the Defence export control  
 regime.
5. Develop redundancies in satellite systems  
 and more submersible cables.
With further advancements in detection technology, 
trends are moving toward entire ocean detection 
capabilities. Consideration of secure communication 
links with the rest of the world will require moving 
away from a reliance on one or two underwater 
cables and building multiple redundancies 
into satellite systems and more cables. Key 
considerations are:
a. Building resilience into critical infrastructure  
 can be gained by enhancing maritime domain  
 awareness. UUVs are likely to play an increasingly  
 critical role as cost-effective alternatives  
 to traditional awareness systems. A focus on  
 oceanographic and hydrographic exploration  
 and ocean bed sensor grids will provide stronger  
 detection measures for alien UUV interdiction.

“The government 
should develop a 
robust maritime 
security strategy to 
prevent, deter, and 
respond to UUV 
coordinated attacks.” 
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6. Enhance surveillance and monitoring   
 capabilities.
The government should enhance its surveillance and 
monitoring capabilities to detect and track UUVs 
in Australian waters. This would involve investing in 
advanced technologies, such as sensors, radars, 
and unmanned aerial vehicles (UAVs), to improve 
maritime domain awareness and early warning 
capabilities. This is particularly important in a north 
Australia context where workforce attrition and 
lack of worker qualification and education creates 
challenges to coastline and maritime surveillance. 
Key considerations are:
a. Defence to boost talent acquisition and a more  
 technological workforce: Combating the threat  
 of UUVs in the north is going to require a more  
 technologically skilled workforce. Initiatives need  
 to be developed to build up the opportunities,  
 attract new talent, improve industry reputation,  
 generate efficient-skill recognition, and enhance  
 career guidance. 
b. Implement a network of sensors along the  
 12-nautical-mile territorial zone: Such a network  
 would act as an advanced coastline  
 communication system, helping to detect and  
 track any UUVs that enter Australian waters.  
 In addition to monitoring, sensor capabilities  
 also provide opportunities for data collection 
 that will be necessary for enhancing underwater  
 domain awareness, particularly for autonomous  
 systems. 
c. Develop greater familiarity with local  
 oceanography: Understanding local  
 oceanography can help in the detection and  
 tracking of UUVs, as well as provide insights  
 into potential vulnerabilities of Australia’s maritime  
 infrastructure. Sufficient, high-quality data will be  
 required to develop and train AI for UUV missions.  
 Additionally, such systems will familiarise  
 authorities with a stronger understanding of  
 Australia’s maritime resources. 

“The government 
should enhance its 
surveillance and 
monitoring capabilities 
to detect and track 
UUVs in Australian 
waters by investing in 
advanced technologies, 
such as sensors, radars, 
and unmanned aerial 
vehicles (UAVs).”
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7. Build partnerships with industry and   
 research institutions.
The government should build partnerships with 
industry and research institutions to develop new 
technologies and capabilities to counter UUV 
threats. This would involve investing in research and 
development programs to enhance Australia’s ability 
to detect and respond to UUV coordinated attacks. 
While such platforms already exist, a stronger focus 
needs to be placed on emerging technologies, with 
a focus on force integration and, where possible, 
interoperability. Improving upon and delivering further 
military exercises like the Autonomous Warrior 
will enhance progress in these areas. Meanwhile, 
actualisation of the RAS-AI Maturity Framework is 
needed to speed up partnerships with industry and 
academic institutions.2  
8. Establish long-range preventive measures 
 to militate against future UUV scenarios. 
These include investing in stronger diplomatic 
initiatives with close neighbours and establishing 
military bases or collaborating with other countries 
to screen potential risks before they become a 
threat. From a cost-benefit ratio, diplomatic initiatives 
have ordinarily outsized roles in the defence of 
the nation. The natural maritime geographic area 
under sovereign control is impossible to manage 
with limited national resources, making diplomatic 
agreements and collaborative arrangements 
significant contributors to maritime security. Key 
considerations are:
a. Consider collaborating with international partners  
 and organisations to share knowledge, expertise,  
 and best practices in detecting and mitigating  
 the risks associated with UUV attacks. Australia’s  
 European partners are well advanced in seabed  
 warfare scenarios. Australia should consider  
 leveraging its connections with democratic  
 allies to build upon knowledge capabilities; 
b. Defence must ensure that, while it may not be  
 the leader in the design and manufacture of  
 UUVs, it continues to be regionally and   
 internationally engaged in the discussions (e.g., 
 at relevant UN groups of Governmental Experts  
 or by advising the Department of Foreign Affairs  
 and Trade or other involved departments who are  
 members of those groups) so that when inevitable  
 incursions by the UUVs from other states/non- 
 state actors occur, Defence and the Australian  
 Government are well- placed to respond   
 both internally and internationally.

c. Defence and the Australian Government should  
 explore measures – like incorporating real-time  
 monitoring of shipping lanes using integrated  
 sensors; beefing up vessel regulations and safety  
 practices; and establishing protocols for  
 encounters between uncrewed underwater   
 vehicles and commercial vessels – to prevent 
 and manage all types of possible incidents.
9. Encourage UUV designs with safety in mind,  
 and also counter-operations.
In the design process, consideration needs to 
be given not just to transparency for operational 
reasons (did the “killer UUV” act consistently with its 
programming and was the programming aligned to 
Australia’s obligations in international law?) but also 
to factors such as:
a. Assigning the most appropriate UUVs to the  
 mission at hand; it is not worth risking new or  
 classified technology for low-level missions where  
 the risk of UUV capture by an opposing state will  
 give way to possibilities such as:
i. The opponent state being able to reverse engineer  
 Australian capabilities and maturity (whether   
 from an operational technology or cyber security  
 perspective);
ii. The opponent state being able to degrade the  
 operation of the UUV;
iii. The opponent state being able to modify the UUV  
 so that it continues to appear as an Australian   
 asset but is now “owned” by the opponent state;
iv. The opponent state being able to use cyber 
 operations to contaminate the data of the UUV,  
 affecting the surveillance/intelligence purpose 
 of the UUV;
b. Can the UUV be remote-wiped in the case 
 of faulty transmission, suspected compromise or  
 similar;
c. Does the responsible entity (Department 
 of Defence, RAN, other) assume a whole-of-life 
 responsibility for the asset in terms of   
 environmental impact; and
d. Ensuring adequate cyber-risk management or   
 assigning the future risks of not doing so.
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This report arrives at a critical juncture, when 
attention to maritime and underwater security 
has intensified due to recent events, such as 
the underwater sabotage of the Nord Stream 
pipeline in the Baltic Sea. Such incidents have 
underscored the urgency of bolstering Australia’s 
maritime and trade security, particularly given 
the shifting geopolitical landscape and regional 
tensions in the Indo-Pacific.
Australia’s reliance on maritime trade is significant, 
accounting for about 99 percent of the country’s total 
trade volume, with two-thirds of exports traversing 
the South China Sea.3 Reliance on just-in-time 
supply chain processes have left the country prone 
to economic and strategic shocks due to its location 
as an island nation at the end of global trade routes. 
An economic culture of obtaining the lowest price 
for goods in international markets has maximised 
Australia’s spending power, but it has, over time, led 
to poor strategic resilience and increased vulnerability 
from these supply chains.4 
A critical shortfall in these supply chain challenges 
is fuel supply. Between 2000 and 2022, the national 
transport fuel import dependency increased from 60 
percent to 91 percent, without corresponding plans 
to protect the country against sudden shocks.5 The 
country currently imports 90 percent of liquid fuel and 
does not have sufficient capacity to meet the 90-day 
stockholding requirement of the International Energy 
Agency’s recommendation. The implications of these 
fuel limits are considered grave for the Australian 
Defence Force (ADF). But also ill-considered in 
these challenges is the impact on the economy and 
broader society, should an event occur that delays 
or denies critical imports of fuel. 
The recent tensions and potential conflicts in the 
Indo-Pacific region exacerbate these challenges 
to Australia’s sea-borne trade. China’s expansive 
claims to ownership of the South China Sea, and 
recent scenarios involving an invasion of Taiwan, have 
surfaced repeatedly in defence planning documents 
to bring focus to regional defence modernisation 
plans, with new threats located in autonomous 
uncrewed underwater vehicles.6   

Robotic weapons are widely believed to be the 
future of war and autonomous UUVs are part of 
future warfare. Autonomous UUVs have enormous 
potential for operating for very long periods without 
needing to surface to replenish oxygen or fuel 
supplies, or to return to base to rotate crews. This 
renders them ideal for roles in which the capacity 
to loiter undetected is an advantage.7 They pose a 
future security threat to Australia’s trade routes in the 
Indo-Pacific region as well as Australia itself. Possible 
scenarios relate to UUVs attacking shipping in key 
Australian shipping lanes and ports. But are the 
future security risks of these new technologies really 
understood?
Against this backdrop, this report focuses on the 
potential security threats posed by uncrewed 
maritime systems and autonomous vehicles. In 
addressing the technical, ethical, legal, and policy 
issues related to these technologies, four stages 
of analysis are adopted. These are:
1. A definitional assessment drawing on the 
 current literature; 
2. Scenario development, addressing the impact 
 of emerging technologies in UUV systems; 
3. An impact analysis will unpack the threat   
 environment and assess mitigation steps; and 
4. A policy analysis will identify future policy   
 considerations. 
In addressing the emerging threats of UUVs to 
Australian security, the project seeks to deliver 
on three outcomes: 
• Raise public awareness about the future risk and  
 threat of autonomous uncrewed underwater   
 vehicles; 
• Provide recommendations and inform broader  
 strategic and policy debates on the resilience 
 and security of Australia in relation to    
 autonomous UUVs; and
• Develop future policy recommendations for   
 Defence and the Australia Government to protect  
 Australian maritime trade and infrastructure. 

Introduction
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Seaborne critical infrastructure refers to surface 
and subsurface equipment and technology 
anchored to the ocean floor or situated at the 
nodes of maritime trade and transportation. 
This infrastructure includes the important 
seaports, associated structures and storage 
facilities, undersea sensor capabilities, cables 
for telecommunication and power transmission, 
and other stationary equipment for scientific 
research.
Recent attention to vulnerabilities in undersea 
commercial and maritime links has revealed what 
some have stated as an “existential threat” to 
Australian seaborne critical infrastructure. Undersea 
fibre optic cables carry 97 percent of the world’s 
communications and over US$10 trillion in daily 
financial transactions. The locations of these 
cables remain publicly available, and despite their 
indispensability as the predominant thoroughfares of 
the world economy, they receive minimal protection.8  
Examples of undersea cable vulnerabilities 
demonstrate the dangers posed by UUVs. In 2007, 
investigations into Al-Qaeda terrorist activities 
revealed a plot to take out a key London internet 
exchange. When Russia annexed Crimea in 2014, 
it quickly severed the main cable connection Ukraine 
had with the outside world. More recent activities 
include attempts by Russia to gain intelligence and 
sabotage critical infrastructure in the Dutch part 
of the North Sea,9 and the severing of an undersea 
cable connecting satellite assets on Norway’s 
Svalbard Island in the Arctic Ocean in January 
2022.10

Meanwhile, outside of conflict scenarios, accidental 
damaging by fishing trawlers, natural disasters, 
and anchors occurs with surprising frequency, but 
in some cases can cause significant disruption to 
communications and commerce, sometimes for 
months on end. 
Grey zone activity scenarios also present a credible 
threat to underwater critical infrastructure. Grey zone 
activities are those that fall between the traditional 
concepts of war and peace.11 These can include 
cyber attacks, political subversion, economic 
coercion, and other tactics that are below the 
threshold of traditional military conflict but still aim 

to destabilise or undermine adversaries. Given the 
vastness of oceans and maritime domains, including 
the diversity of actors operating in these spaces, the 
ability for states or non-state actors to hide behind 
plausible deniability is significant. That such activities 
are often defined by low levels of moral sensibility, 
in that outright violence is masked by abstracted 
outcomes, makes them more attractive for actors 
looking to participate in asymmetric disruption and 
violence.12  
There is ample evidence to suggest UUVs will 
increasingly be used as tools at the frontline of 
grey zone warfare. For instance, were Australia’s 
adversaries seeking to preclude a maritime or military 
response to a direct threat to national interests, the 
employment of UUVs to disrupt strategic maritime 
trade channels or ports could delay a critical 
response and even potentially cripple future military 
defence operations due to strategic fuel shortages. 
These scenarios were considered by expert 
stakeholders as current-day, real-world threats amid 
existing state-based UUV capabilities.  
Recent undersea critical infrastructure events in 
the Taiwan Strait illustrate the potential for further 
underwater grey zone activities to develop into 
existential crises. In February 2023, two undersea 
cables in the Taiwan Strait linking Matsu Island to the 
Taiwan mainland were cut. While denied by Chinese 
authorities, accusations emerged that Chinese 
vessels sought to deliberately sabotage the cables, 
whether as practice for some later planned operation 
or for disruption purposes. The fact that both were 
cut by Chinese mainland registered ships in separate 
parts of the ocean (and six days apart) caused 
many to question the accidental nature of these 
“accidents.” 13  
In such scenarios, the disruption to commerce 
was minimised, but the threat to a communication 
break with Taiwan holds significant implications 
for sovereign defence. In a conflict scenario, 
damaged communications can prevent a timely 
counteroffensive. Of course, these scenarios are 
going to be context-specific. For Taiwan, China’s daily 
fighter plane incursions, its information and cyber 
campaigns, and state policy to unite Taiwan with the 
Mainland, underscore the existential nature of these 
strategic activities. This has led some to refer to such 
undersea cables threats as Taiwan’s “Achilles heel.” 14    

Australian trade and 
maritime threat landscapes
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In an Australian scenario, deliberate attempts to 
sabotage undersea cables or disrupt maritime trade 
hold similar implications for Australian defence 
and security. An unidentified UUV in a strategically 
important harbour could hold up traffic for days. 
Intentional sabotage of cargo vessels in strategically 
important straits could delay critical supply and even 
cause costly and permanent rerouting of maritime 
trade. The threat environment involving UUVs, as 
these scenarios illustrate, presents an emerging 
challenge for state security. 
A final consideration gaining increasing attention 
among military authorities is the potential for future 
seabed warfare. The September 2022 Nord Stream 
sabotage demonstrated the current vulnerabilities 
of underwater infrastructure to attacks by state and 
non-state actors. NATO, in response, established 
the Critical Undersea Infrastructure Coordination 
Cell to begin building capabilities to protect seabed 
infrastructure against kinetic and non-kinetic 
grey zone attacks.15 The EU and NATO have also 
since announced a joint Task Force on Resilience 
and Critical Infrastructure Protection. Meanwhile, 
corresponding with similar programs in the UK, 
Italy, Germany, Sweden, Norway, and the US, 
France has adopted a Seabed Warfare Strategy 
with procurement programs aimed at maritime mine 
countermeasures and future UUV deployment. 16 
These rapid developments reflect the mounting 
capacity of states to open new domains of war with 
significant implications for strategic capabilities and 
national defence. Calls for the development of high-
end capabilities to protect maritime domains against 
“self-propelled underwater weapons” and “clusters 
of autonomous weapons that lay on the ocean floor 
until activated” have become much more prevalent. 
“‘Seabed warfare’,” writes Salerno-Garthwaite, “is no 
longer a distant concept: it represents an immediate 
and legitimate threat to Allies[…]; maritime experts 
assert that seabed security concerns present an 
already significant threat that requires immediate 
defensive action.” 17   



In the context of maritime threats, and with a 
particular focus on UUVs, this report considers 
whether Australia is adequately prepared for 
such disruptions. 
Uncrewed Maritime Systems (UMSs) have in 
recent years undergone “aggressive technological 
progress and operational concept development.” 
UUV capabilities have increased to include a 
plethora of offensive and defensive technologies, 
not limited to intelligence, surveillance, and 
reconnaissance (ISR); mine countermeasures (MCM); 
antisubmarine warfare; surface warfare; inspection 
and identification; oceanography; communication 
and navigation network nodes; payload delivery; 
information operations; time-critical strike; barrier 
patrol and operations such as homeland defence, 
antiterrorism, and force protection; seabase support; 
electronic warfare; laying undersea sensor grids; 
sustainment of at-sea operating areas; bottom 
mapping and survey; and special operations. 18 
In the United States (US), funding allocated to UMSs 
in recent years has increased by over 300 percent.19 
By 2024, the US expects to deliver prototypes for 
extra-large UUV (ELUUV) “Orcas” that will, among 
other things, be capable of covertly deploying 
hammerhead mines, “a planned mine that would 
be tethered to the seabed and armed with an 
antisubmarine torpedo.” 20 Initiatives by  the Defense 
Advanced Research Projects Agency (DARPA) 
further seek to equip forward-deployed surface 
vessels with autonomous uncrewed vehicles and 
stations to improve UUV endurance, communication, 
and data transfer. Further, the US plans to develop 
rapidly projectable Advanced Undersea Warfare 
Systems with the ability to break down area access/
area denial (A2/AD) networks.21  In China, the 
development of the HSU-001 Large Displacement 
UUV (LDUUV) underscores an expansive program 
of research and funding for future UUV deployment. 

China has achieved several milestones in the 
development of unmanned submersibles, including 
the Haidou-1 project, which has set the world record 
with a dive depth of 10,908 meters. Additionally, 
China’s underwater glider, the Haiyan, has set a 
new endurance record by sailing 3,619.6 kilometres 
for 141 days in the South China Sea. Meanwhile, 
Russia’s UUV development seeks to include a 
“nuclear delivery drone” which operates underwater 
and can transport a payload up to 6,200 nautical 
miles.23 These claims have yet to be verified, but if 
true, the implications of nuclear-powered and AI-
enabled UUVs are significant, with broader concerns 
for UUV arms race and nuclear material accidents. 
Other examples of underwater autonomous vehicle 
systems include the French ECA Group’s “robot 
drones.” These can travel underwater without 
requiring input from an operator, without a cable, and 
have their own integrated energy. They can be used 
for “underwater mine warfare, homeland security, 
crucial infrastructure protection, harbor and coastal 
surveillance and protection, rapid environmental 
assessment,” and deep-water survey and inspection. 
More important to the Australian context, they can be 
launched and recovered via robots. 24 

Current and future UUV 
capabilities 
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There have been renewed calls for the Australian 
government to invest in networks of UUVs to be 
“permanently stationed in high traffic areas of 
Australia’s maritime jurisdiction to perform broad 
search and detect functions.” 25 With greater 
autonomy and low power requirements, UUVs 
can also allow for extensive and continuous 
surveillance of Australian maritime areas, 
meaning threat detection evasion is significantly 
reduced. Beyond surveillance, research and 
investment could enable them to contribute 
to border control processes which have been 
traditionally hampered by large open maritime 
spaces and expensive maritime 
patrol vehicles. 
Investment in uncrewed drones is already being 
explored by the Australian government and military, 
with several projects in development to increase 
Australia’s surveillance capabilities at sea. Examples 
include the Triton Uncrewed Aerial System and 
Anduril’s Extra Large Autonomous Undersea Vehicle, 
Ghost Shark, which will be used for maritime patrol 
and other surveillance roles. Other capabilities being 
funded in a maritime context include submarines 
that form part of the AUKUS agreement between 
Australia, the United Kingdom, and the United States.  
Australian defence readiness has now undergone 
two recent strategic defence revisions (2020, 2023), 
with significant implications for maritime defence. In 
addition to RAN’s Robotics, Autonomous Systems, 
and Artificial Intelligence (RAS-AI) strategy (2021), 
strong emphasis has been placed on building UUV 
capabilities to supplement broader conventional 
capabilities.26 While there is some discrepancy on 
the emphasis placed on UMSs in the 2023 Defence 
Strategic Review (DSR), all strategy documents, 
including RAN’s Plan Mercator (2017) and Plan 
Perolus (2022), demonstrate the increasing challenge 
of these emerging technologies and the response 
required to address the new threats they offer. 27  
However, challenges around funding and priorities 
associated with AUKUS-platform nuclear-powered 
submarines (SSNs) threaten to marginalise these 
plans (see appendix A).

Under the DSR 2023, funding has been dedicated to 
a new Advanced Strategic Capabilities Accelerator 
that will build upon the Defence Science and 
Technology Group’s planned acquisition for UUVs. 
This is proposed to be developed alongside 
“selected technology areas as part of AUKUS 
Pillar II,” prioritising the acquisition of “advanced 
capabilities[…]in the shorted possible time.” 28  
Presumably, these acquisitions will occur alongside 
the RAS-AI strategy and RAS-AI Campaign Plan 
2025, which has called for full implementation and 
offers the clearest articulation of current capabilities in 
USVs and UUVs being deployed by RAN.29 Further, it 
highlights the path forward, and potential capabilities, 
covering “the rapid development of combat-ready 
prototypes to accelerate operational deployment of 
game-changing capabilities.” 30 

UUV development 
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“UUVs can also allow 
for extensive and 
continuous surveillance 
of Australian maritime 
areas, meaning threat 
detection evasion is 
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This report follows NASA’s non-gendered 
approach to autonomous systems nomenclature. 
“Uncrewed” underwater vehicles in this report 
is employed as a more inclusive alternative to 
“unmanned” without significant deviation from 
meaning.
There is considerable variation in the literature when 
discussing uncrewed vehicles and technologies in a 
maritime domain. In the broader context, uncrewed 
systems can be self-governed or remotely controlled 
and can function underwater or on the surface. They 
can act as a vessel by themselves or be deployed 
from air, land, subsurface or surface. These systems 
can be used in accordance with internationally 
accepted maritime laws. 31  
There are two main categories or sub-classifications 
of UMSs: Uncrewed Surface Vehicles (USVs) and 
UUVs. USVs are considered more versatile and excel 
more broadly at waterborne communication. For this 
reason, they are considered more effective in military 
operations that require C4ISR capabilities and can be 
engaged in military deception, information operations, 
electronic warfare, and cyberwarfare. The flaws in 
communication capabilities of UUVs, compared 
to USVs, define stronger stealth capabilities and 
therefore the attractiveness of UUVs for missions 
requiring attribution deniability and/or surprise. 32 
UUV variability differs with the degree of autonomy 
allocated to the system. They can be fully 
autonomous (human out of the loop) with AI onboard 
capabilities, or semi-autonomously operated (human 
on the loop) with some form of remote control or 
umbilical cord function for extended endurance. 33  
Earlier definitions adopted by the US Navy illustrate 
that definitions have varied little over the years. UUVs 
are “self-propelled submersibles whose operation 
is either fully autonomous (pre-programmed or 
real-time adaptive mission control) or under minimal 
supervisory control and is untethered except, 
possibly, for data links such as a fibre optic cable.” 34  
Indicatively, this broad conceptualisation has led to 
the emergence of duplicated terms with some minor 
variations in what can be recognised as a “family of 
devices.” These include:

• Amphibious Underwater Vehicles 
• Autonomous Submersible Weapon Systems
• Autonomous Underwater Vehicles (AUVs)
• Underwater Naval Vessels (UNVs)
• Unmanned Combat Vehicles
• Unmanned Combat Underwater Vehicles 
• Maritime Autonomous Vehicles (MAVs)
• Marine Unmanned Vehicles (MUVs) 
• Underwater Maritime Vehicles (UMVs)
An argument for such differentiated terms is that 
the primary nature of some systems – amphibious 
underwater vehicles, autonomous submersible 
weapon systems, and unmanned combat vehicles  
are designed for military use, either with weapons 
systems or as a weapon itself in mind. Others 
suggest that a distinction should be made between 
those which are “remote-controlled” and “fully 
autonomous.” 35 Still others assert that identifiers like 
location and whether the vehicle will remain on the 
surface of the water, or whether it is submersible, 
should be taken into consideration.
Discernibly, considerable overlap, despite attempts 
for more nuanced descriptions, can be drawn 
between the terms above and in their consistency 
of use across the various publications discussing 
UUVs. Broadly described, therefore, UUVs are an 
underwater robot that serves a variety of purposes, 
including oceanographic research and military 
operations. It can perform tasks such as conducting 
underwater surveys, inspecting submerged 
structures, tracking oceanographic features, 
mapping the sea floor, laying undersea cable, 
searching for lost aircraft, and detecting naval 
mines. 36  
UUVs are effective in gathering data with high 
resolution in time and space, making them 
suitable for surveying large areas. They can carry 
multiple payloads, enabling synoptic coverage and 
measurements of various parameters, such as 
water quality, magnetism, and turbulence. AUVs can 
determine their underwater position through acoustic 
positioning, dead-reckoning using a Doppler Velocity 
Log and compass, or by inertial navigation that 
measures acceleration and rotation.37 

Definitions: Uncrewed 
Maritime Systems (UMSs)
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The project team invited stakeholders encompassing 
the Royal Australian Navy (RAN) and the Australian 
Department of Defence, including engineers and 
policy personnel, key industry stakeholders in UUV 
development, leading members of academia, and 
legal representatives to engage in a series of three 
workshops located in Melbourne, Canberra, and 
Darwin during 2023. Expert workshops are an 
effective platform for engaging with key stakeholders 
in the research process. As a form of co-creation, 
where stakeholders jointly generate value, the 
workshops also allowed for the contribution of 
“outsider perspectives” in the production chain 
of knowledge and outcomes. 

Workshop - 
Overview and Rationale

To further enhance the outcomes of the 
workshops, the investigators differentiated the 
scenarios to correspond with the expertise range 
in each workshop. These ranges cut across 
policy and strategy, technology, and operational 
perspectives. 
In generating the impact analysis, the workshop 
considered a series of five scenarios with 
corresponding questions that would contribute 
to an expert threat assessment. These scenarios 
were developed from a desk-based literature 
review employing published and grey literature, 
and with key input from industry and legal 
experts. The insights below are a synthesis 
of the three workshops. 
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Operational considerations: 
Significant technical difficulties characterise current 
underwater navigation capabilities. Communication 
for command, control, and data exchange 
platforms are considerably reduced in underwater 
environments. Acoustic communication through 
sonar is the most used platform, but sonar can 
be easily discovered by other actors with active 
sensor and sonar capabilities (see Appendix A). 
Optical communication through light transmission, 
by contrast, can provide higher bandwidth, but is 
subject to limited conditions, such as clear water 
environments. Meanwhile, wire-tether communication 
is limited in range and mobility. 
Radio wave communication: 
Radio wave applications are useful for long-range 
communications where information, critical updates, 
and data can be transferred by tactical satellite 
uplinks. This is the most plausible communication 
technique for long-distance, AI-enabled UUV 
operations. However, as workshop members 
highlighted, in scenarios where secrecy and non-
detection were key to mission outcomes, any 
attempt to engage in radio wave communication 
could be fatal to the UUV and mission if operational 
requirements require the UUV to surface for 
communications. 
Environmental impact: 
An additional operational challenge is underwater 
navigation and control. UUVs are subject to complex 
environments where changes in the levels of water 
salinity, heat, and ocean currents can disrupt 
navigation. Variances in UUV technological capacity, 
such as battery life and data and memory storage, 
will also define the ability to manoeuvre through 
consistently moving oceans.  
For many of the experts, these challenges highlight 
the improbability that UUVs will be deployed to 
disrupt or damage undersea cables linking Australia 
to other parts of the world. While such scenarios 
are plausible in theory, these actions would be 
very difficult to undertake. Easier options via the 
employment of USVs exist where the cables reach 
land and where they are much easier to locate. Land-
based attacks against critical node points would be 
even easier still.  

Scenario 1
How will coordinated attacks by UUVs impact Australian 
maritime trade and critical underwater infrastructure? 

Do UUV coordinated attacks pose a 
possible security threat to Australia? 
Considerable threat: 
The consensus from stakeholders among all three 
workshops was that coordinated UUV attacks 
posed a considerable threat to Australian security. 
Coordinated attacks refer to a scenario in which a 
group of UUVs collaborate to accomplish a particular 
objective or mission. These risks may originate from 
state actors, cybercriminals, or pirates. Australia 
has vulnerable supply chains and Sea Lanes of 
Communication (SLOCs). The cluttering of these 
choke points with UUVs could disrupt critical 
supply to Australia. In such scenarios, low-cost, 
market-access UUVs can increase the number of 
potential adversaries or criminal cyber actors who 
want to experiment. Costs to such actions include 
disruption to shipping lanes and, notwithstanding 
delays, increased economic and financial costs, 
and decreases in the reliability of supply chains; and 
damage to underwater pipelines, cables, and other 
critical assets, with implications for economic and 
national security. 
UUV ubiquity: 
In this scenario, there is a pronounced difference 
between current UUV capabilities and future potential 
uses and capabilities. Most workshop members 
agreed that current UUV technologies on the open 
market, with the exception of mining-company-
operated drones, are insufficient for major attack 
scenarios. Nonetheless the growing ubiquity of 
UUVs is considered to be increasing the space 
for the employment of simple and cheap (known 
as “dumb”) UUVs to disrupt, deny, and degrade 
critical maritime trade infrastructure. One identified 
scenario by workshop members, for instance, was 
the deployment of fake or real mines in strategic 
locations, such as ports. Others could be used 
to clutter maritime highways and divert trade. 
Additionally, it was recognised that these mines can 
be manufactured as UUVs with Improvised Explosive 
Devices (IEDs) attached. 
Currently, more advanced state-based UUV 
capabilities are closed to open market actors 
or subject to export control regimes, meaning 
their employment will likely be limited to offensive 
actions in wartime scenarios, or for use in grey 
zone activities, more of which is discussed below in 
scenario two. 21
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What measures need to be taken to 
safeguard Australia’s maritime trade and 
underwater critical infrastructure against 
coordinated UUV attacks? 
RAS-AI: 
Experts agreed that a multifaceted strategy for 
detecting and mitigating the risks associated with 
UUVs is considered necessary, given the implications 
of the future threat landscape discussed above. 
In this context, RAN’s RAS-AI strategy partially 
contributes to building UMS resiliency and platform 
capabilities. However, concerns around funding 
over the long-term, with the commitment to SSN 
development in the AUKUS arrangement, were 
persistent (Appendix A). 
While some considered SSN submarines game-
changers for maritime security, there were 
concerns about what was not being funded as a 
result of the high costs of the AUKUS submarine 
platform. In mitigating potential future UUV threats, 
suggestions were made for investments in advanced 
radar technology; networks of sensors along the 
12-nautical-mile territorial zone that would act as an 
advanced coastline communication system; greater 
familiarity with local oceanography; an advanced 
understanding of the technical specifications of 
UUVs; the ability to classify the danger posed by 
UUVs; and public engagement and education. On 
this basis, an underlying criticism of current strategy 
documents and agreements such as AUKUS, 
RAS-AI, and the DSR underscore that while the 
government’s dedication to enhancing UMS and 
UUV capabilities is improving, current policy fails to 
adequately outline how these new capabilities will 
be developed. RAS-AI, for instance, predated the 
monumental agreements established in AUKUS and 
the DSR and is up for review in 2024. 
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In envisaging the future of UUV use, it is widely 
accepted that UUV capabilities will become more 
diffuse. One potential outcome on this basis is that 
UUVs will increasingly become the ‘scooters of the 
maritime activity’ for criminals and non-state actors. 
They can boost the efficacy of other attacks and can 
be used to launch weapons of mass destruction 
capable of wreaking havoc on Australia’s maritime 
infrastructure. 

Discussion of current real-world threats 
led to several plausible threat scenarios: 
Some threat scenarios could include:
• A USS Cole scenario: Instead of a USV attack,  
 UUVs could be used to critically damage shipping 
 while also masking the identity of the attacker. 38 
 This presents a credible asymmetric advantage,  
 since the loss of one comparatively inexpensive  
 UUV can tie up a US$1 billion warship for many  
 years in a repair yard. 
• A nuclear catastrophe involving nuclear payload  
 delivery - UUVs, such as Russia’s hyped 
 prototype. In this instance, even if not used as a  
 deliberate weapon, the potential for accidental  
 harm to the unit from fishing vessels or from 
 natural disasters could produce nuclear pollution  
 within Australia’s Exclusive Economic Zone (EEZ)  
 or from further off waters that may then require  
 maritime chokepoints to be cut off. 
• Biological attack. This scenario envisions UUVs  
 capable of harbouring and letting loose biological  
 agents close to maritime fishing industry crops, 
 like Tasmania’s salmon farms, or national tourism  
 ecosystems like the Great Barrier Reef.
• Cyber attack via payload. Small and cheap UUVs  
 may release virus- or malware-infected payloads  
 (USBs) on to a beach, creating havoc for 
 unsuspecting citizens with potentially larger   
 ramifications for cyber security. 



Underwater cables: For undersea critical 
infrastructure such as internet cables, workshop 
members agreed that diversifying Australia’s 
financial and economic links to the global 
economy and building in redundancies was 
pivotal moving forward. The development of 
satellite technology has allowed for the rapid 
diversification of communications. While Australia 
can request access to US satellite communication 
and detection capabilities, greater sovereign 
capacity is required. Currently, consideration 
of secure communication links with the rest of 
the world will necessitate moving away from a 
reliance on one or two underwater cables and 
building in redundancies in satellite systems 
and more cables. With further advancements 
in detection technology, trends in satellite 
communications are moving toward entire 
ocean detection capabilities. 
Telecommunications Act 1997: Australia is in 
a unique position to take advantage of existing 
policies protecting critical undersea assets. The 
Telecommunications Act 1997 outlines the use of 
Cable Protection Zones (CBZ) in protecting critical 
national assets in Australian and associated 
waters. Any vessels operating within the zones 
are required to broadcast their positions to the 
coast guard. Most fishing activities in the zones, 
including anchoring and bottom trawling, are 
prohibited to avoid damage to cables.39 The 
Telecommunications Act 1997 provides Australian 
authorities with the legal cover to protect these 
assets, but as UUVs are likely to be employed for 
undetectable missions, tracking them will require 
greater and more sophisticated systems for 
maritime domain awareness. The Triton uncrewed 
aircraft and other autonomous aircraft systems 
currently provide surveillance and monitoring 
capabilities in this domain. Additionally, Australia’s 
fleet of maritime patrol aircraft can send sonar 
waves into the water and fly low and slowly, 
listening for detection. However, protecting such 
a large coastline is challenging. Investments in 
satellite technologies will help to alleviate the time 
and resources required to monitor protected 
maritime zones. 

What are the roles of maritime law and 
regulations to protect against possible 
UUV coordinated attacks? 
Legislative reforms: The laws applying to 
autonomous vessels, including autonomous UUVs, 
operating in Australian maritime environments 
are still at an embryonic stage. The Australian 
Maritime Safety Authority (AMSA), which is the 
national regulator of vessels operating in Australian 
maritime environments, has recognised that there 
will eventually be a need for legislative reform 
addressing the unique nature of autonomous 
vessels. However, at this time, the Australian laws 
regulating autonomous UUVs are those which 
were written for conventional crewed vessels. This 
throws up a number of challenges for the operation 
of UUVs which cannot comply with many existing 
requirements. These challenges are currently being 
met by the grant of certain exemptions.
International law: 
International law exists to prevent unauthorised land, 
air, and sea incursions into the territory of other 
nations. Current maritime law and international norms 
were broadly recognised by workshop members as 
playing a fundamental role in Australian responses to 
maritime threats and defence technology acquisition. 
However, a consistent and overarching theme was 
the broader erosion of norms in international waters, 
as exemplified by China’s militarisation of islands 
in the South China Sea, its use of maritime militia 
to punish smaller actors, and a broader growing 
tolerance for disregarding international law. 
International law and UUVs: 
As it stands, there are legal gaps on the use of 
uncrewed underwater vehicles, though this does 
not include UUVs employed specifically as IEDs or 
moving ordinances. The Vienna Convention on the 
Law of Treaties underscores that when international 
law is silent on a particular issue, the authority 
reverts back to the state or is interpreted in a matter 
in good faith. One concern here, however, is that 
as the law of any nation may apply to UUVs, these 
laws may become customary international law, and 
may run counter to liberal global norms. China has 
been very active in building legal public goods for 
this purpose and, unless it is challenged, could well 
lead the way in defining legal norms around emerging 
technologies. 23





collection, preventing them from gathering sensitive 
information may be more difficult. However, detecting 
and countering their activities may be easier in the case 
of an active counter-UUV strategy. The participants also 
highlighted the interconnected nature of submarine 
systems, making it difficult to isolate and protect 
against cyber attacks. Disruption to one system could 
have cascading effects on other systems, making it 
essential to take a holistic approach to submarine 
cyber security. 

Can drone approaches/strategies such as 
swarming be applied to a cyber context, 
e.g., DDOS attacks and UUVs?
Cyber attacks: Experts covered two themes on 
this question. The first was the technical capacity 
for UUVs to carry cyber offensive capabilities. In the 
present context, UUVs could plausibly be employed 
as physical access vehicles for proximity-specific 
operations. Examples like Stuxnet, where it is 
theorised that a double agent used a USB flash drive 
to infect computer systems to take out centrifuges 
in Iran, offer examples of proximity-specific cyber 
attacks. The question of how a UUV might connect 
to a ship or other terrestrial systems is important. 
One expert posited a scenario where a UUV is 
captured, malware is implanted into it, and the device 
is returned to the sea (see Appendix C). This was 
considered a real-world threat, particularly since 
examples of UUV capture already exist 40 (The 
capture of the unmanned surveillance drone RQ-
170 Sentinel illustrates that the cyber vulnerabilities 
of unmanned and autonomous systems are not 
insignificant). The cyber penetration of a US Air 
Force base housing Reaper and Predator drones 
in 2011 further highlights the creativity of malicious 
actors to piggy-back into secure systems on vehicles 
considered safe by authorities. While the exact 
source of the implanted malware that followed 
could not be established, the impact included the 
theft of passwords and other personal information 
of US service members, while also logging and 
monitoring the keystrokes of drone pilots.41 With 
more UUV systems in operation, future capture and 
release scenarios with cyber corruption intentions 
offer credible threats to defence and commercial 
networks. 

Scenario 2
What cyber capabilities do UUVs possess? What potential effects could 
these have on Australia’s maritime trade and critical infrastructure? 

What safeguards are required to protect 
Australia’s maritime infrastructure from 
cyber attacks posed by UUVs? 
Cyber disruptions: Experts agreed that UUV-based 
cyber attacks could be used for both active and passive 
attacks. In a maritime scenario, the importance of 
maintaining systems availability is considered more crucial 
compared to systems confidentiality (the ability to assure 
that the system is capable of preventing access to data 
by any unauthorised entity) and integrity (the capability of 
a system to prevent unauthorised alterations of data by 
any entity). Non-availability of communication networks or 
critical infrastructure could substantially impact essential 
services (for instance Global positioning systems [GPS]), 
which could have far-reaching implications for international 
trade, diplomacy, and security. For instance, the loss of 
undersea cable connectivity in Australia would necessitate 
rerouting all international internet traffic to and from Australia 
via satellite links to neighbouring countries. This scenario 
would drastically reduce bandwidth and increase latency, 
impacting the performance of internet-based, high-speed 
services. Similarly, UUVs could interfere with ship navigation 
by jamming signals or interfering with communication 
networks, which could pose a significant threat to maritime 
security and ship crew safety. A key policy and strategy 
response for this consideration is to build effective 
communication and navigation redundancies into maritime 
systems. 
Detection strategies: These can vary based on the 
malicious activity of UUVs. Strategies could involve 
developing technology to detect and intercept malicious 
signals or data transmissions and monitoring for any 
unusual activity in communication networks or critical 
infrastructure. If UUVs are designed for passive data 
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easier, cheaper, and more sophisticated vehicles 
(UAVs, USVs) available for cyber offensive purposes 
rendering their employment at this stage mostly 
hypothetical. 
Other considerations offered were the use of modern 
electric warfare capabilities via UUV antennas to jam 
signals and communications or even intercept short 
range communications. In major shipping lanes, 
even a few minutes of disrupted communications 
could prove damaging. In this context, the scenario 
of further Ever Given disasters in the Suez Canal or 
other key shipping lanes were discussed as plausible 
threat scenarios.

Do UUV cyber attacks pose a threat?
UUV vulnerabilities: Experts agreed that current 
UUV cyber capabilities don’t pose a serious threat 
to Australian maritime and territorial defence at the 
moment. The principle reason for this justification is 
the limited capabilities for network exploitation among 
smaller UUVs due to battery power. Because of their 
size, much of the internal power will be dedicated to 
drone operation and tactical data link systems. As 
these systems develop in the future, the capabilities 
for employing UUVs for cyber attacks will increase. 
For now, UUVs will need to operate with other 
systems, such as USVs or UAVs, to be effective 
in a cyber context, but not in isolation.

Communication challenges: A broader operational 
challenge identified with current UUV capabilities in 
the cyber context is battery capability, particularly 
on micro (less than 5kg with a range of 100m-1km) 
small (5kg to 100kg with a range of 10km to 100km) 
and medium UUVs (100kg to 1000kg with a range 
of 100km to 1000km). Manoeuvrability will depend 
on the propulsion systems and power sources. 
Deeper dives and stronger currents require more 
power to maintain movement. Further considerations 
include payloads, such as equipment, instruments, 
and sensors, connectivity mode, and intended use. 
Without physical connection, cyber-enabled attacks 
from UUVs require a surface link with a comparatively 
slow radio wave connection. If invisibility is critical to 
mission success, even short periods on the surface 
could reveal UUV whereabouts. On that basis, 
experts saw little value to using UUVs for cyber 
attacks, even with tactical datalink systems. 
UUV Swarming: The practicalities of UUV swarming, 
where multiple vehicles are employed to converge on 
a target, were also considered of little current value. 
Swarming can offer AI network collaboration features 
where short-range positioning and manoeuvrability 
can be magnified by acoustic communication 
features for operational enhancement. It may also 
be useful for providing redundancy in a coordinated 
attack. However, all experts agreed that there were 
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Extra Large UUVs: The threats posed by UUVs are 
likely to grow as they become more sophisticated. 
Extra Large UUVs (ELUUVS) are likely to increasingly 
take on the roles of modern submarines and maritime 
surface vessels. This includes payload delivery, which 
can include nuclear fissile materials or even weapons 
in black-market operations. Thus, it is considered 
that their employment for other black market and 
illegal exchange will become increasingly prevalent as 
capabilities become more ubiquitous. 
Underwater mines: The most significant potential 
and contemporary challenge for Australian shipping 
is underwater mines. Self-propelled mining systems 
can loiter or be preprogramed to target shipping, 
port terminal gateways, and even avoid mine clearing 
vessels. These mines can also be deployed via UUVs, 
making them extremely difficult to locate. While it is 
considered that Australia’s distance is an advantage, 
as it is most likely any UUV mine deployment device 
would require a mother ship, large UUV gliders will 
diminish this advantage over time. Current mine 
clearing capabilities are time consuming and are 
desperately limited in Australia. 
Psychological threat: A second implication of 
this discussion is the political fallout from such a 
recognised threat. A mine does not have to be 
detonated to create a significant blockage in a major 
port, such as Fremantle. Additionally, the presence of 
one mine in one port may prompt a security review 
of all major ports, leading to more disruptions, panic, 
and a tightening of resources. A foreign-identified 
UUV in a major port will likely create a similar threat 
response, requiring significant delays until a security 
sweep is conducted. In December 2018, a UAV 
breach of the runway space at Gatwick Airport in the 
UK caused the airport to close, rerouting all incoming 
traffic. An unidentified UUV in a busy maritime port 
has the same potential.45 

Scenario 3
Do UUVs pose a threat to Australian shipping 
routes and ports? 

What safeguards are required to protect 
Australia’s maritime infrastructure from 
cyber attacks posed by UUVs? 
Shipping lanes: Workshop members agreed that 
UUVs could cause blockages and disruptions to 
shipping lanes and ports not only close to Australia 
but also in other regions, such as the Suez Canal and 
the Malacca Straits. This recalls the example of the 
grounded Ever Given, mentioned above. The cost to 
global trade over the two weeks was close to US$60 
billion.42 Other scenarios envisage blockages 
in northern trade chokepoints near Lombok, 
Indonesia, or east of the Philippines, and illustrate 
the potential flow-on effects from UUVs being 
employed by unsophisticated, non state actors. 
For instance, maritime crises emanating from 
UUV attacks will create insurance challenges for 
commercial shipping. The forcing of maritime trade 
actors to reroute their cargo via less dangerous, but 
ultimately longer, trade routes or to abandon them 
altogether to avoid paying exorbitant insurance fees 
will require Australian authorities to rethink current 
strategic resource capabilities and other potential 
costs to delayed critical supply chains.43   
Trading partners: Another consideration here is 
the threat of shipping to Australian trade partners. 
As illustrated in Appendix B on North Australian 
perspectives, key trade partners who rely on strategic 
resources from Australia are equally vulnerable 
to UUV attacks. One estimate is that 15 percent 
of Japan’s total energy imports are sourced from 
Darwin’s Impex Ichthys Facility, which must pass 
through the narrow mouth of Darwin Harbour. 
Additionally, as future energy projects such as Sun 
Cable propose to send power generated by solar 
via submarine cable from Darwin to Jakarta and 
Singapore, UUV interference could be financially 
damaging.44 Because these threats need to be 
accounted for in project development, the capacity 
for Australian maritime forces to secure and protect 
Australian oceans will also be evaluated. 
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the ports will take time. Meanwhile, it is estimated 
that UUV mine technological advances will create 
increasing demand for mine clearing capabilities 
as they become more ubiquitous and are able to 
travel greater distances. These future technological 
capabilities will put a premium on seabed detection 
systems and grid sensor networks, which have 
not received adequate attention in Australian 
maritime strategy. For many of the experts engaged 
in the workshops, the ability to develop counter 
UUV capabilities was considered fundamental to 
enhancing Australian maritime defence.
Vulnerabilities: The critical policy response 
identified by experts was to reduce strategic 
resource vulnerabilities and increase resiliency in 
global supply chains and undersea infrastructure. 
Developing strategic fuel resource capabilities on 
land was considered the most important measure 
for Australian authorities. This view was particularly 
relevant for members of the Darwin-based workshop, 
where shipping is most visible and relevant. Other 
suggestions for current low-cost alternatives were 
submarine nets, counter-UUV operations, and 
multi-robot UAV and uncrewed maritime systems of 
detection. These considerations were underscored 
by the fact that increasingly, uncrewed systems are 
needed to provide “forward-deployed, wide area, 
persistent presence, and […] a ‘toolbox’ of agile, 
flexible systems.” 47 

What measures/steps are essential for 
maintaining the safety and security of 
Australia’s maritime routes and ports 
from the threat posed by UUVs?
Responses to mines: Australian forces already 
conduct littoral force protection operations, 
littoral interdiction (counter smuggling), and 
littoral underwater area denial operations, all 
involving improved uses of UAVs, UUVs, and 
USVs. Additionally, exercise Autonomous Warrior 
2022 (AW2022), a Five Eyes multinational joint 
advanced military and AI systems training exercise, 
has encouraged diverse training platforms and 
helped to build technological solutions into littoral 
force protection operations. AW2022 included 40 
autonomous systems and technologies with input 
from 40 organisations from across the world.46  
Hosting more exercises integrating such systems 
would build upon littoral underwater area denial. 
To counteract the threat of underwater mining 
systems, RAN in 2019 initiated the SEA 1905 
Maritime Mine Countermeasures (MCM) Program. 
This proposes to replace the four existing Huon-
class Mine Hunter Coastal ships, with Arafura-
class offshore patrol vessels capable of deploying 
modular UUVs with mine hunting and military 
survey capabilities. But more mine hunters will be 
required to appropriately monitor and respond to 
threats in Australia’s maritime space. For instance, 
Australian ocean-borne trade is distributed across 
six key ports, with other minor ports taking in the 
rest. While mine hunter vessels can be deployed 
or transferred to critical choke points in the event 
of a crisis, crossing the vast distances between 
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Platform teaming: Overcoming these challenges 
will require greater sophistication in autonomous 
capabilities, a point most experts accepted will take 
place in the near future. Examples of defining features 
include stronger sensors, such as high-resolution 
cameras and multibeam sonar. Additionally, as UUVs 
become more integrated with other systems, such 
as USVs, their ability to form networks of cooperative 
underwater robots capable of executing more 
complex missions will become more pronounced. 
Many observers are currently watching this space 
in the US, where platform teaming operations 
among different maritime systems are being tested. 
Meanwhile, quantum communication and high-
bandwidth laser-optical communication capabilities 
are likely to improve communication links. 

Do you feel whether there are ethical 
issues around the evolution of UUV using 
leading edge technologies?
Ethical development: Like their airborne 
counterparts, UUVs hold important ethical 
implications for both development and deployment 
scenarios. These can begin at the design stage 
and in algorithm development, focused on basic 
questions such as what decision an autonomous 
vehicle will make in the event of an imminent 
accident; for instance, does it avoid other vehicles, 
swimmers, or even marine life? The participants note 
that these are complex moral issues that vary by 
region (see Appendix C). 
Black box problems: Other considerations include 
whether UUV development is made with explicit 
military value in mind or whether they are off-the-shelf 
variants. This has implications for the roles of AI and 
machine learning (ML) in the design and development 
stages. For instance, as private actors increasingly 
use AI and ML to aid developmental processes, 
the threat of black box problems in algorithmic 
explanation (where ML-generated algorithms cannot 
be explained by human operators) are likely to 
become increasingly prevalent. No international legal 
institution currently addresses this phenomenon, and 
states involved in AI and other advanced technology 
competition for strategic purposes are unlikely to sign 
up to such regulatory prohibitions. 

Scenario 4
How will the attributes of UUVs evolve? 

How will new technologies impact the 
development and capabilities of UUVs, 
e.g., autonomous UUVs, application of AI 
and machine learning? 
Autonomous navigation: Experts anticipate that 
emerging AI technologies will play a significant role 
in both enhancing UUV capabilities and detecting 
UUVs. For instance, autonomous navigation will 
increasingly enable uncrewed maritime systems to 
carry out complex tasks without constant human 
oversight or communication with command-and-
control systems. Corresponding with greater 
development of more efficient power systems, such 
as advanced batteries or fuel cells, UUVs will be 
able to operate for longer periods of time without 
needing to surface or refuel. The current limitations 
in this area make UUVs less reliable or useful as 
vehicles for payload delivery without careful planning 
and integration with other surface vessels. Some 
activities, like ISR, are more suitable to current 
UUV systems, but their employment as vehicles 
of undersea critical infrastructure sabotage is less 
credible. 
Environmental factors: More data is needed 
to ensure the development of more trustworthy 
UUVs. Environmental challenges like ocean density, 
salinity, currents, and obstacles, among others, pose 
difficulties for UUVs. For some, these challenges 
were enough to make open ocean navigation for 
UUVs close to impossible, even in a distant future 
timeframe. Further platform challenges like entropy, 
bounded time autonomy, yawing, trim angles, and 
energy margins added greater complexity to UUV 
operating environments. Meanwhile, mission factors 
such as leakage threats, enemy mines, submarines, 
and distances to enemy underwater acoustic stations 
were also considered. 
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No integrated standards: These considerations 
also range across the domains of military and 
defence industry cooperation. Different rules of 
engagement exist between militaries and coast 
guards; experts made the point that this was most 
evident between Australia and the United States. 
Decision-making is also impacted by conceptual and 
linguistic challenges in operational platforms across 
separate military entities. This has implications for 
joint missions and disaster relief, but specifically 
also for issues like target identification. Advanced 
technological systems like UUVs require significant 
data, which in some cases may be difficult to come 
by and will need considerable testing regimes to 
address inconsistencies and errors in identification. 
Because there is no integrated standard on testing 
and training data, the employment of AI-enabled 
systems across national boundaries is likely to result 
in operational biases that may impact the safety and 
the security of the user.
Environmental impact: These discussions 
broadened further into the environmental impact 
of UUVs. UUVs can generate noise, potentially 
disrupting marine life and their habitats. One scenario 
considered was the employment of noisy UUVs to 
drive away marine wildlife from key tourist hotspots 
through the use of sonar booms. Other sensitive UUV 
deployments could include critical domains such 
as the Great Barrier Reef and other significant coral 
deposits and the introduction of damaging biological 
and biohazard agents. Other concerns include 
privacy violations that may come about due to the 
use of UUVs for surveillance. In all, the conclusive 
round-up of this topic was that humans were only 
beginning to touch upon some of the more important 
ethical considerations of UUV development, and 
this was being done with marginal attention paid to 
outcomes in real-world scenarios.   

Autocracies vs democracies: At this point in time, 
such ethical conundrums are reliant on domestic 
state policy to incorporate ethical procedures in 
design and developmental phases. For democracies, 
ethical parameters for UUV development are more 
transparent and subject to greater levels of scrutiny. 
This is not the case for autocratic countries that view 
secrecy as a strategic and asymmetric advantage. 
Key autocratic states like China, Russia, and Iran 
are at the forefront of drone technologies and their 
development.   
Open-market UUVs: The lack of international 
regulatory mechanisms has specific connotations 
for AI-enabled UUVs and similar technologies where 
the range of human interaction is circumscribed by 
mission type (referred to human on-the-loop, in-the-
loop, and out-of-the-loop). Recent examples include 
the hypothetical scenario of a drone turning on the 
human decision-maker in an attempt to complete 
the mission.48 For private actors looking to break 
into the market, black box-integrated algorithms can 
offer fast-track processes for UUV development and 
distribution. While these open-market UUVs can be 
sold as hobby, AI-enabled devices, their potential 
for misuse by malicious actors presents a range 
of ethical dilemmas, not just for militaries, but for 
developers and commercial makers of UUVs. 
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What defensive capabilities does 
Australia require to mitigate the 
potential risks in this scenario?
Maritime domain awareness: From a standpoint 
of policy and strategy, this scenario illustrated 
the need for stronger preventive measures in 
government diplomacy. Closer relations with 
Australia’s neighbours would likely have helped to 
mitigate against emerging situations like a foreign 
military base being established nearby. Others 
underscored the need to maintain and enhance 
maritime domain awareness. This will allow for 
better detection capacity. Other capabilities include 
advanced training in the maritime authorities who 
deal with such threats. For instance, maritime GPS 
spoofing, masquerading as a trusted platform 
to alter the direction of a vessel, is an increasing 
threat on the seas that requires cyber capabilities 
to mitigate.50 Personnel requirements will be crucial 
to Australian maritime security moving forward. 
These requirements have been recognised in various 
strategy documents and agreements, including 
the AUKUS Pact, the DSR, the Defence Strategic 
Update, and CSRIO’s Artificial Intelligence Roadmap 
2019. 
International partnership: In the meantime, one 
consideration is for Australian authorities to enable 
a greater number, and more rotations, of friendly 
vessels stationed in Australian waters. These vessels 
can be allowed to conduct their operations with 
Australian support while also providing monitoring 
capabilities and training for interoperability across 
and among AI platforms, including UUVs. 

Scenario 5
What would be the repercussions if a country 
(such as a foreign adversary) with a base in the 
Solomon Islands deployed UUVs from that base? 

Do you believe that this scenario 
is feasible and poses a risk? 
Measured threat: Workshop members agreed 
that the scenario is feasible and poses a risk. UUVs 
could disrupt, deny, or degrade access to maritime 
shipping lanes, which could also impact Australia’s 
maritime security indirectly or directly. For instance, 
the memorandum between China and Papua New 
Guinea in PNG’s western province calls for building a 
$200 million “comprehensive multi-functional fishery 
industrial park” on Daru Island.49 The proposed 
fishery is a mere five kilometres from Australia’s 
Saibai Island or a six-hour boat ride from Thursday 
Island, just off the northernmost tip of Australia. 
Moreover, as UUVs become more advanced and 
capable, they could further amplify the risk posed 
to unsecured underwater infrastructure. 
Low-threat: Others indicated that the utility of a 
base in the Solomon Islands, or islands of a similar 
distance, would be negligible in any deployment or 
use of UUVs for offensive purposes. One plausible 
scenario was that the bases could be used as 
logistical hubs for UUV capabilities and UMS 
development. For instance, a dedicated adversary 
could create underwater sensors for UUV and 
adversarial operations, but these were likely to be 
detected by satellite systems. Meanwhile, any base 
agreement between two sovereign entities will be 
subject to agreements which are likely to preclude 
such support options. Other considerations in this 
scenario were that UUVs could be easily transported 
and launched from ships closer to Australian shores. 
If distance is not a factor, and for some this was not 
considered significant, then bases as far away as 
2800 kms from Australian mainland shores are likely 
to contribute as much strategic purpose as bases 
5000 kms away. 
The broader consensus on this scenario was that, 
operationally, UUVs did not pose a significant threat 
at present. As the technology for maritime systems 
improve, the practicalities of foreign military bases 
are reduced, particularly in circumstances for ISR 
and other operations where secrecy is paramount. 
Additionally, military bases can pose problems for 
the occupying nation as intelligence and information 
become increasingly available to competitor 
countries. 
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As UUVs become more advanced 
(extended UUV range, integrated AI), 
will future risks increase based on 
this scenario?
More, faster, dumber UUVs: UUVs will continue to 
improve from their current developmental phase. The 
number of UUV systems and AI-integrated features 
will make them more difficult to detect. As current 
underwater gliders already have significant range, it 
is generally considered that they will soon be able to 
get to any part of the world. This scenario generally 
reduces the importance of near-adversary bases, 
such as the Solomon Islands to Australia. 
The ubiquity of UUVs is also likely to become more 
apparent as designs and mechanics become more 
widely available on the open market. This means they 
will also become “dumber” in some respects, as they 
are modified by non-state and state actors to achieve 
limited objectives. Participants expect that ultimately 
they will become cheaper and faster, and that their 
proliferation will become more problematic. With 
basic knowhow, and access to online video tutorial 
sites like Youtube, potential malicious actors can 
already access open-source UUV plans for partial 
and in some cases complete unit creation using 3D 
printers. 
Sensor networks: Accordingly, it is vital to invest 
in developing and acquiring UUVs, UAVs, and aerial 
platforms, and focus on building a solid network 
of sensors and for enhancing seabed warfare 
capabilities. Furthermore, educating and supporting 
the local workforce and establishing industries that 
can support the development and maintenance of 
these advanced defence technologies in the region 
will be crucial. This will, in addition, help boost the 
economy and enhance the country’s overall security 
and defence readiness. 





Appendix A
Summary of Literature Review 

The literature review is broken down into the 
following areas:
a. Technology 
The technological breadth of Artificial Intelligence 
(AI) systems in maritime security scenarios is both 
becoming more sophisticated and expanding. 
From distributed sensor networks that contribute to 
situational awareness systems, to Liquid Robotics 
Wave Gliders, the prospect that whole maritime 
sectors or even oceans can be digitised to create 
an “observable ocean” has immense implications 
for security. Put differently, AI-enabled underwater 
battlefields are no longer the subjects of fictional 
stories but are near-future realities.51 In such 
scenarios, UUVs are already considered ‘game 
changers’ due to their comparatively lower cost 
outlays and their ability to cover an array of mission 
briefs. 
In the future maritime environment, UUV technologies 
are likely to play an increasingly sophisticated role in 
sovereign defence strategies. Nations are spending 
significantly on advanced AI-enabled platforms to 
boost forward-deployed defence systems, but also 
increasingly as a means to fill gaps in existing and 
expensive systems. One current argument in US 
defence force acquisition challenges, for instance, 
is that with US undersea strike capabilities likely 
to reduce in the mid to long term by more than 
60 percent, UUVs will increasingly be employed 
to replace lost systems.52 Others highlight the 
emerging endurance and cost effectiveness for 
nations in patrolling large waterways and the ability 
to tie law enforcement and Defence closer in 
partnership, particular in addressing “low-and-no-
profile drug trafficking platforms” like self-propelled 
semi-submersibles.53 For countries like Australia 
with limited maritime security resources, UUV and 
associated technologies offer additional platforms 
for swarm-style surveillance, combining land, sea, 
air, and space networks to fully integrate defence 
systems and therefore fully “observe” maritime 
boundaries. 54  
The diffusion of technologies across borders has 
contributed to the significant rise in UUV employment. 
As Mathewson states, while currently up to 30 states 
have indigenous UUV manufacturing capabilities, 
there are at least up to 55 states that have either 
owned or currently operate UUVs. For now, UUV 
proliferation is based on authorised transfers between 

nations and global corporations, but as systems 
become more sophisticated, the potential for theft is 
likely to increase. There have already been notable 
examples of such incidences, such as Chinese 
military personnel hijacking US scientific UUVs in the 
South China Sea.55 Maritime piracy is likely to further 
exacerbate UUV technology transfer for misuse and 
even disaster. 
A concomitant challenge with the growing diffusion 
of UUVs and USVs is the development of anti-drone 
solutions to deal with UMS threat scenarios. In 
the UAV domain, counter-drone strategies include 
Radio Frequency jamming, thermal detection, 
radar-based detection, camera detection, and multi-
drone defensibility systems. While some of these 
options are open to UUV scenarios, underwater 
counter-UUV solutions will require greater reliance 
on a range of sensors, acoustic sonar systems, and 
undersea energy and communications infrastructure. 
As one report has noted, “the state of the current 
technology, the complexity of antisubmarine warfare, 
and the sheer scale and physics-based challenges of 
undersea sensing and communications all suggest 
these systems have a long way to go.” 56  
Examples of counter drone and deterrence systems 
like the US Navy’s “Force Protection Advanced 
Technology” project illustrate that such systems 
are at the cutting edge of underwater technologies 
and as such are generally limited to only one or two 
large global actors.57 For the United States, these 
advanced countermeasures are being designed with 
endurance for force multiplication in anti-access/
area denial (A2/AD) environments, such as in the 
South China Sea, meaning their employment may 
include partnership with like-minded actors. However, 
interoperability creates its own set of challenges in 
communication with undersea systems that already 
don’t communicate well and in the absence of 
common standards and protocols. 
Meanwhile, marine uncrewed cooperative systems 
that can operate independently with intelligence are 
still limited by software and hardware challenges. 
According to Bae and Hong, while countries are 
pursuing multi-robot and swarm systems, without 
functionable communications systems, the devices 
and effects are going to remain unstable.58 This is 
one of the key challenges UUV development currently 
faces. 
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b.  Threat environment 
The threat to global stability posed by Russia’s 
invasion of Ukraine, and the subsequent risks of 
nuclear warfare, has alarmed many capitals around 
the world. In East Asia and, more broadly, the Indo-
Pacific, the largest peacetime build-up of military, and 
specifically naval, forces in China have forced affected 
countries in the region to adopt stronger defence 
postures with a focus on addressing capability 
shortfalls in conventional systems. Countries like 
Japan, South Korea, the United States, Australia, 
Vietnam, and the Philippines have all increased 
military spending to meet the challenge of an 
increasingly assertive China with ambitions to invade 
Taiwan, control the South China Sea (SCS), and 
dictate norms of international peace and behaviour. 59  
The need for innovative solutions to address 
significant gaps in forward defence has increased the 
importance of distributed maritime systems. These 
systems rely on AI-enabled autonomous vehicles 
and sensors for integration and threat detection. 
UUVs, therefore, are likely to become more integral 
to navies, which are required to cover vast expanses 
of ocean for detection, deterrence, and ISR. One 
argument goes so far as to suggest that the high 
endurance and cost-benefit characteristics of UUVs 
for deep water missions have changed the paradigm 
of sea operations.60 Put differently, as the costs of 
small and relatively cheaper UUV capabilities and 
integrated seabed and surface detection networks 
erode the effectiveness of expensive legacy vessels, 
like air craft carriers, the traditional operational and 
tactical concepts of the Navy will become obsolete 
in their current doctrinal use. Other uses of UUVs in 
swarm scenarios are projected to offer distributed 
sensor networks covering vast areas and various 
depths undersea, with implications for escort 
support, CMC, and underwater communications.61 
Others examining the changing circumstances 
of Anti-Submarine Warfare (ASW) are looking to 
advanced uncrewed maritime systems to pick up 
capability shortfalls in crewed submarines. 62  
This rethinking of the concepts of seabed warfare 
and the notions of thresholds in emerging conflict 
environments has already begun to take place 
in regional defence strategies. For states like the 
United States and Russia, these environments 
are much more integrated into existing naval 
policies and doctrine, providing an existing basis 
for advancing seabed warfare capabilities. For 
instance, the US’s acoustic detection network of 

passive hydrophones, SOSUS (Sound Surveillance 
System), has existed since the Cold War, but has 
undergone recent changes to improve detection with 
multibeam echosounders, with a range of surface 
and sub-surface systems. SOSUS was renamed 
as Integrated Undersea Surveillance System (IUSS) 
to incorporate a range of UUVs with autonomous 
capabilities, including improved Advanced Undersea 
Warfare Systems to rapidly project force. With the 
help of DARPA, these forces include building UUV 
endurance, communications, and data transfer 
abilities through fixed submarine stations, referred to 
as Forward-Deployed Energy and Communications 
Outposts. 
Nations like China are also catching up. Beijing’s 
development of a submarine detection network 
project, entitled “Underwater Great Wall” in the 
domains of its maritime claims, is likely to project 
undersea A2/AD, making it difficult for foreign navies 
to operate in international waters like the South China 
Sea.63 This element of China’s maritime domain 
awareness has been considered a sore point in its 
maritime defence strategy, particularly given more 
recent tensions between the US and China vis-à-vis 
Taiwan, and enhanced minilateral capability building 
in groups such as AUKUS and the Quadrilateral 
Security Dialogue.64 Expectations are that further 
development of its distributed tactical surveillance 
capabilities will contribute to real-time location and 
tracing of maritime vehicles in the SCS. 
Meanwhile, the recent activities of Russia’s Navy 
throughout the Atlantic but also the North and Baltic 
seas have drawn attention to efforts by the Kremlin 
to actively map allied critical infrastructure on land 
and the seabed. NATO countries have responded 
by stepping up patrols in the seas and creating the 
Critical Undersea Infrastructure Protection Cell to 
guard against attacks to underwater cables, seabed 
energy networks, and maritime trade disruption. 
According to NATO’s chief of intelligence, David 
Cattler, Russia is looking to punish Western nations 
for supporting Ukraine by targeting undersea cables. 
As the backbone of the global economic and financial 
system, cable sabotage could cause financial and 
economic losses in the trillions, and contribute to 
delays and denial of services as broad as logistics 
and transport, business operations, internet security, 
and communications.65

Other attempts to mitigate these emerging threats 
include NATO’s adoption of a Maritime Unmanned 
Systems Innovation Advisory Board and recent 
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reports addressing the protection of critical maritime 
infrastructure by NATO 66 and the EU. 67 These 
reports highlight the role grey zone activities can 
play in underwater domains. As Levick states, “the 
opaqueness of water is perfectly suited to ‘hybrid’ 
strategies that use plausible deniability as a modus 
operandi.” 68 Attacks on underwater cables offer an 
asymmetric advantage for nations willing to exploit 
such vulnerabilities, making these cables prime 
targets for sabotage. The recent publication of 
France’s Undersea Warfare Strategy highlights: 
“an attack on the underwater part of submarine 
cables is a potential course of action, with 
possibilities ranging from a convenient ‘accident’ in 
a coastal area, to deliberate military action. In this 
regard, the intrinsic features of the seabed make 
it the ideal theatre for non-attributable actions in 
‘grey zones’.” 69

Because there is “practically no risk” of casualties 
in this form of warfare, the ability to control the 
level of escalation in response to such attacks 
has diminished. The highly roboticized theatre of 
underwater operations, along with the opacity 
of the seabed, “carries the risk of unrestrained 
actions being undertaken by automated systems 
that are difficult to control due to the nature of the 
environment.” 70 
One weapon that is likely to escalate the conflict of 
seabed operations quickly is mines. Underwater 
mines have an outsized influence not only because 
are they cheap, easy to stockpile, and require no 
further human labour costs (as set-and-forget 
weapons), they strongly appeal to under-served 
militaries looking to create asymmetric impact with 
A2/AD measures. As Alia Huberman argues, “the 
cost of a man-out-of-the-loop mine is[…]significantly 
lower compared with the cost of a manned platform.” 
For interdiction or blockade operations, they are 
perfect weapons. But as others note, they can also 
be placed in important sea lanes for disrupting and 
even paralysing critical trade for some nations. With 
AI-enabled capabilities for manoeuvrability, smart 
mines can evade MCM vessels, making them more 
difficult to control. “Some high-tech capabilities,” 
one report notes, “include clusters of autonomous 
weapons that lay on the ocean floor until activated, 
which can then become ‘movable mine fields’ 
that are difficult to notice until after damage has 
occurred.” 71  

Despite these dangers, Australian Defence policy-
makers have been caught under-prepared as a 
result of several structural factors, writes Huberman. 
These include force structure commitments and 
legacy platforms that outcompete the less ‘sexier’ 
mine programs for interest; budgetary decline; and 
collective amnesia on the impact of mines to surface 
vessels. The coming resurgence of mine warfare is 
also likely to exacerbate existing shortfalls in Western 
MCM capabilities and also because the costs and 
time commitment for detecting and then countering 
mines is prohibitive. 72  
A final factor of the emerging threat environment 
for UUVs and associated technologies is their 
potential for criminal employment. Criminal uses 
have included drug smuggling, privacy breaches, 
blade smuggling, and hacking. Additionally, their 
potential for terrorist employment in uses such as 
surveillance, suicidal missions, cyber attacks, and 
dissemination of propaganda are easily encouraged, 
given their relative unsophistication and the 
widespread availability of UUV information on the 
Internet. As Yaacoub et al. demonstrate further, the 
global reaction in this area so far has been focused 
on privacy and general population security concerns, 
leaving gaps in international regulation as to how to 
address terrorism and emerging technologies. 73  
Meanwhile, the availability of UUV technology 
on the open market and the diminishing costs 
associated with their manufacture have marked 
their rise as a problematic development for maritime 
security authorities.74 The market for UUV systems 
is currently limited to small submersibles with 
restricted capacities, though mining sector operators 
have access to larger and more sophisticated 
vehicles. Others observe that as detailed UUV plans 
become more open to market 3D printing, they will 
increasingly be available, and with greater variability, 
for adoption in criminal activities. 75  
c. Operational and cyber considerations
There are at least 40 distinct missions that can be 
performed by UUVs, from Intelligence, Surveillance, 
and Reconnaissance (ISR), Mine Countermeasures 
(MCM), Anti-Submarine Warfare (ASW), and payload 
delivery, to information operations and time critical 
strikes.76 However, operational levels currently vary 
depending on mission criteria. Moving into the more 
sophisticated uses of UUVs will depend on vehicle 
sizes, battery capability, levels of autonomy, and 
sensor capability. At contemporary war fighting 
needs, and in the near-to-medium terms, however, 
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key arguments suggest that UUV capabilities are 
best matched with MCM missions and enhancing 
maritime domain awareness.77 For Australia, these 
platforms are already being advanced on USVs like 
the Ocius Bluebottle and Defence’s Stinger variant, 
which includes a towed-array sonar submarine 
detection platform. But UUV capabilities are lacking. 
Much of Australia’s maritime environment remains 
“completely unsurveilled, most of the time,” according 
to one account. This means that endurance 
platforms will need to move beyond current UAV 
capabilities, like the MQ-4C Triton with a maximum 
flying time of 24 hours. Emerging maritime domain 
awareness systems will require a combination of 
UMVs and UUVs with stronger battery life-cycles and 
system of systems integration. Future projections of 
Large Displacement-UUV independent operations 
are expected to range into months and years and 
contribute to detection capabilities.78 For now, 
Australia’s UUV capabilities are troubled by the vast 
operational environment of its maritime boundaries.79   
Going forward, UUVs are likely to be more cost-
effective solutions for what are now surface vessel 
and aircraft environments. Scientific mapping and 
hydrographic reconnaissance by traditional naval 
vessels have been difficult and time consuming. 
However, as early as 2003, these operations were 
being performed across oceans by the US Navy’s 
Remus UUVs with considerable success. Later 
operations, including the search for the missing 
aircraft Air France flight AF447, underscored the 
ability of even semi-“smart” UUVs to advance ISR 
capabilities.80 With barely 20 percent of ocean 
topography accurately measured, and current 
seabed precision mapping at 2 percent, there is great 
potential for UUV employment. 81 
In the cyber domains, UMVs networks are susceptible 
to various cyber attacks in both their software 
and hardware components. For lower-end units, 
open source and cross platform communication 
protocols are exposed to Denial of Service (DoS) 
and Distributed Denial of Service (DDoS), message 
forgery, spoofing, and man-in-the-middle attacks. 
Due to the communication requirement for cyber 
operations, USVs are more likely to be targets or 
carriers for cyber attacks in software components 
than UUVs. Once surfaced, however, UUVs will be 
subject to similar vulnerabilities, depending on how 
long they remain on the surface. 

Physical cybersecurity issues are also relevant. 
Devices, if captured, can be tampered with. 
Concentrated attacks on software infrastructure can 
consume battery power to critical levels.82 Acoustic 
attacks can generate sounds to target frequency 
settings, affecting position control algorithms. Cyber 
vulnerabilities are likely to affect commercial variants 
of UUVs more notably than military-grade devices. 
However, skilled hackers can still penetrate more 
secure cyber systems, and such examples have been 
witnessed among US Sentinel spy UAVs. 83  
While cyber attacks upon Cyber Physical Systems 
(CPS), such as UUVs and UAVs, may still be complex 
and difficult operations, defending against them 
is considered generally more challenging than for 
conventional cyber systems. One reason for this 
is that UUVs are made up of multiple independent 
systems (systems of systems) that are often off-the-
shelf components sourced from multiple and diverse 
vendors.84 UUVs in some cases require real-time 
control or command and control transmissions, 
meanwhile, that are susceptible to corruption, 
often via wireless links that can take advantage 
of unsecured networks or low-end encryption via 
inexpensive data sniffers. Militaries are likely to 
employ more sophisticated advanced encryption 
standards with 128- or 256-bit keys or have expertise 
to address on-time confidentiality challenges. Law 
enforcement agencies such as Coast Guard and 
Border Control units are likely to suffer more in these 
areas. 
The literature on the cyber capabilities and 
vulnerabilities of UUVs demonstrates that critical 
research in these areas is lacking. Confidentiality and 
integrity threat analyses have mostly occurred on 
UAV devices for the reason that these technologies 
have been around longer and therefore have more 
data to go on. That being said, confidentiality 
threats such as UUV capture are likely to be more 
commonplace in the future, with implications for 
sensitive information compromise (see also Appendix 
C).85 Integrity threats, by contrast, are likely to be 
more difficult given that communication is much 
less transmissible, meaning the chances of data 
corruption are much lower. These can include man-
in-the-middle attacks, malfunctioning or jamming 
of the device leading to crashes, or hijacking by 
taking over command and control links. As these 
threats illustrate, the distinct methods of UUVs and 
cyber warfare are likely to move states on from past 
modes of traditional warfare to hybrid or grey zone 
approaches, where casualties are few but costs are 
high. 86 
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d. UUV policy and ethical implications
Policy around UUV development and deployment 
in, and threats to, Australia is outlined in the 2016 
Defence White Paper (DWP), the 2020 Defence 
Strategic Update (DSU) and the more recent Defence 
Strategic Review (DSR). The Defence White Paper 
outlines the first two strategic defence interests as 
the protection of Australian sovereign territories and 
the securing of SLOCs in Southeast Asia and the 
South Pacific. At this time, focus was concentrated 
on Army, Air Force, and logistical systems with 
force integration programming. Maritime and ASW 
capabilities were to receive 25 percent of spending 
across 10-year investment capabilities streams to 
2025-26, but as far as these included UUVs, the 
white paper remained vague. Its commitment at the 
time to new patrol boats, submarine acquisition, and 
other large surface vessels did not include integration 
platforms for crewed and uncrewed vehicles. 87   
The 2020 Defence Strategic Update dismantled 
assumptions about new capabilities acquisitions 
that had been used by previous governments to 
push back against spending on new platforms. 
According to the DSU, changes in the geopolitical 
environment had forced Australian defence planners 
to consider new force structure priorities, with a focus 
on “the protection of a geostrategic ecosystem” 
and deterring revisionist powers in the grey zone 
domain. More space in the budget was delivered 
to maritime defence, with a new focus on “smart 
mines” with the capability to move into adversary 
harbours, if need be. As James Goldrick argued, 
there was a recognition of the potential for undersea 
weapons and systems that has long been overdue.88 
Meanwhile, the future Defence innovation program 
included continued funding for the Next Generation 
Technologies Fund and the Defence Innovation Hub, 
although what technologies these would fund was 
left unclear. The corresponding strategy report for 
More, Together: Defence Science and Technology 
Strategy 2030 outlined spending themes for 
advanced technologies but did little more to highlight 
what technologies it was focused on or what was 
required. 89  
While the Navy strategy Plan Pelorus 2022 did not 
deviate from the ongoing focus on surface combat 
systems for the Navy, the Mercator Maritime Domain 
Strategy 2040 for the first time highlighted the 
significance of undersea systems, with a focus on 
UUV integration into naval platforms. This translated 
into new Navy capacities with lethal capabilities and 

a program for “evergreening” (continuous capability 
development) systems to improve supply-chain 
resilience, increase sovereign industrial capability 
and capacity, and increase the breadth and depth of 
partnerships and alliances. 90   
Meanwhile, the development of the AUKUS 
partnership between Australia, the United Kingdom, 
and the United States has directed new purpose to 
underwater defence systems with stronger roles for 
integrated approaches with crewed and autonomous 
teaming programs. The AUKUS nuclear-powered 
submarine pathway will deliver Australia a world-class 
capability that will see it become one of only seven 
countries that operate nuclear-powered submarines. 
The pathway is proposed to strengthen the combined 
industrial capacity of the three AUKUS partners, with 
increased cooperation making trilateral supply chains 
more robust and resilient.91 AUKUS Pillar II highlights 
force acquisition and development of technologically 
advanced systems with “additional undersea 
capabilities” in collaboration with the submarine focus 
of Pillar I. This is based on the recognition, writes 
Davis, that more than nuclear submarines will be 
necessary to protect maritime zones or win undersea 
warfare battles.92 Already, discussions of systems 
of systems, such as between SSNs, networked 
sensors, and UUVs, are illustrating the wide-ranging 
potential for UUVs in undersea applications.  
However, the huge cost outlays of Pillar I are 
considered so monumental that application for 
the development of other advanced underwater 
systems is simply unrealistic. According to Ryan, 
at AU$11 billion per year, the focus on SSNs will 
not only reshape Australia’s defence planning and 
architecture, but also crowd out other platforms 
by absorbing “every spare dollar.” 93 At this point 
in time, the literature shows little engagement with 
such financial challenges. While some such as Davis 
believe both pillars can and should be achieved, 
“and at a relatively fast pace,” others are much more 
ambivalent.94 This is particularly the case for Ryan, 
since answers to clear questions about the utility and 
even survivability of nuclear submarines cannot be 
guaranteed given the highly uncertain capabilities of 
new detection technologies and the new generations 
of autonomous underwater vessels likely to be 
produced in the coming years. 95 
Such considerations bring in to question the future 
of current naval strategy documents, such as the 
2020 Robotics, Autonomous Systems and Artificial 
Intelligence (RAS-AI) 2040 strategy. RAS-AI very 
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clearly outlines that UMS will be developed and 
employed to enhance and integrate crewed platforms 
such as submarines and surface vessels. Two 
further distinctions highlight that RAS-AI anticipates 
an advanced UMS building capacity to “pursue 
disruptive RAS-AI technologies that have the potential 
to be ‘game changing’.” The second aspect to this is 
that it does not envisage purchasing military off-the-
shelf technologies, but it is unclear in current funding 
documents what capacity such systems will require 
in investment. According to Parker et al., “although 
Defence has raised the share of its procurement 
sourced domestically from about 45% to 55% over 
the past five years, it’s possible that the pressure to 
acquire new capabilities quickly will result in more 
‘off-the-shelf’ imports.” 96 
Already, there are some troubling aspects, as 
mentioned by Ryan, that spending themes will 
reduce the ability to implement RAS-AI over time. 
Because such AI systems will require significant 
machine learning capability, and associated 
computational power, the Navy will require new 
skills and competencies, and a future workforce that 
can sustain not only the requirements of AUKUS 
Pillar I, but also the AI components of UUV and 
broader UMSs.97 The mission plan for building these 
capacities will undergo review in 2024, at which point 
the outcomes of the March 2023 Defence Strategic 
Review will become clearer.
To incorporate the AUKUS platforms, but also include 
new challenges to regional security illustrated in the 
wake of Russia’s invasion of Ukraine, the DSR sets 
to reprioritise defence spending, force posture, and 
structure for the foreseeable future. This agenda was 
configured around six priority areas for immediate 
action: acquisition of nuclear-powered submarines 
through AUKUS to improve deterrence capabilities; 
developing ADF’s ability to precisely strike targets at 
longer-range and manufacture munitions in Australia; 
improving the ADF’s ability to operate from Australia’s 
northern bases; initiatives to improve the growth 
and retention of a highly skilled Defence workforce; 
lifting their capacity to rapidly translate disruptive 
new technologies into ADF capability, in close 
partnership with Australian industry; and deepening 
of their diplomatic and defence partnerships with key 
partners in the Indo-Pacific. 98 
As with the notable challenges to RAS-AI, the 
DSR’s ambitious agenda is likely to face certain 
trade-offs with implications touching on maritime 
UUV and defence capabilities. As researchers from 
the Australian Strategic Policy Institute have found, 



crimes perpetrated by UUVs and similar autonomous 
systems in war zones are likely to become less 
hypothetical as their use becomes more commonly 
applied in national defence strategies. In Ukraine, 
the current war has produced numerous examples 
of autonomous loitering munitions, such as the US 
Switchblade and Phoenix Ghost and the Russian 
Lancet, which can linger in a kill zone until they come 
in contact with a target.102 Meanwhile, innovations 
in GPS and control signal jammers that are used 
to compromise remote control piloting are creating 
the space for more AI-enabled features of celestial 
navigation and simultaneous location and crewing, 
further removing humans from the loop. 
There are several implications for ethics across 
autonomous systems, including UUVs. The first is 
the cheapening effect of AWS in warfare conditions. 
Small but deadly UAVs are orders of magnitude 
cheaper to produce than traditional combats systems 
like fighter jets, attack helicopters, and tanks, yet 
they can produce similar tactical and even strategic 
advantages. Swarming UAVs, for instance, can 
overwhelm expensive missile defence systems 
or be used as psychological weapons against 
enemy troops or civilians. Because it is much more 
expensive to intercept loitering munitions or swarmed 
UAVs, they are likely to erode capabilities much 
faster. These considerations will play into decisions 
made to end war earlier through psychological as 
well as physical devastation of civilian populations, if 
ending wars earlier is viewed as a means of saving 
more lives in the long run. Russia’s deployment of 
suicide UAVs on civilian populations illustrates that 
wartime decision-making continues to employ such 
rationales.
But autonomous weapons also tend to “absolve 
humans of any responsibility for life-and-death 
decisions,” encouraging their further employment.103  
The question of accountability in the event that 
non-combatants are killed cannot be satisfactorily 
answered. As Regan Ho states, is the programmer 
who wrote the code the accountable one? The 
AWS itself? Or the commander who employed its 
use? Until such legal grey areas are resolved, the 
answer for Ho is that autonomous systems must be 
limited in their use.104 Other discussions examining 
the positive moral cases for AWS employment see 
fewer dilemmas. Autonomous systems are likely to 
reduce the psychological, physical, and moral risk of 
soldiers. Additionally, the ability to develop advanced 
technologies is likely to lead to the more non-
lethal means of waging war, substantially reducing 
casualties on both sides.105 

significant divergencies between the 2023 military 
budget, naval strategy, and the DSR exist and are 
likely to put on hold at least some of the priority 
areas earmarked for “immediate action.” The difficult 
macroeconomic environment, for instance, has 
reduced the value of the budget, meaning spending 
on defence has actually regressed, despite the 
unprecedented demands of Defence. Meanwhile, 
long-held plans to boost ADF personnel have been 
continuously dogged by low recruitment numbers. 
For year 2022-2023, defence planners sought to raise 
numbers by 2,201 “but instead faced a contraction in 
size by 1,389 uniformed personnel.” 99 
As the funding capabilities become clearer, the 
trends for underwater defence and maritime domain 
awareness are set to improve. The DSR includes 
AU$19 billion worth of investments across the six 
priority areas. While Pillar I AUKUS submarines 
provide for the highest cost outlays, the Innovation 
Accelerator and AUKUS advanced capabilities 
(Pillar 2) have also received significant focus, with 
prioritisation, for instance, over the People Retention 
Initiative. 2024 will likely provide more information 
as several reviews are due with respect to surface 
combatant fleet structure, defence infrastructure and 
estate management, defence industry policy, RAS-
AI, and national fuel storage. According to Parker et 
al., the National Defence Strategy is anticipated to 
generate more significant movements in the maritime 
domain, particularly in relation to surface ships and 
uncrewed and undersea warfare capabilities.” 100 
The final concern in the policy space is ethical 
considerations of UUV development and 
employment. The literature on AI-enabled systems 
and robots is well established, covering topics of 
privacy, manipulation, human-robot interaction, AI 
moral agency, bias, black box issues in machine 
learning, and super intelligent systems leading to 
“singularity” (the point at which robots become 
uncontrollable).101 Within these fields, autonomous 
weapons systems (AWS) have been used to define 
the category of emerging AI-enable vehicles across 
UAV, USV, and UUV domains. For the reason that 
UAV technologies have been employed longer, and 
with specific experience in combat scenarios, much 
of the literature has focused on these technologies. 
However, it is considered that many of the ethical 
considerations overlap. 
Autonomous systems hold important considerations 
for combat situations where laws of war are relevant 
(see Appendix C for more discussion on this). 
UUVs with humans “in” or “on” the loop disrupt the 
meaningful chains of responsibility. Examples of war 43
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Appendix B
Australia and the threat of Uncrewed Underwater Vehicles – 
A North Australia Perspective

Introduction
The geographical location of North Australia and 
its proximity to other continents, combined with the 
extent of the coastline (~11,000 km) and a very low 
and sparse population (less than 350,000 people), 
make this area significantly vulnerable to foreign 
interference. The region has a low-skilled workforce 
and limited transport infrastructure, and due to high 
seasonal rainfall, much of the coastline is inaccessible 
for half the year. Therefore, the risks and potential 
impacts of Uncrewed Underwater Vehicles (UUVs) 
may differ from the southern and eastern coastlines 
and must be regarded within a North Australia 
context. 
A major consideration with UUVs that changes the 
type of risk for North Australia over that of crewed 
submarines is that they can be deployed en masse 
and remain dormant and on point for prolonged 
periods, even years. Then, when required, they 
have the potential to simultaneously strike multiple 
targets through either cyber or physical attacks, 
overwhelming defences, and maximising disruption. 
The vastness and sparse population of Australia’s 
northern coastline make it particularly vulnerable to 
this type of interference, where foreign UUVs could 
operate for long periods with little oversight. 

Impacts on North Australian trade, shipping, and 
critical infrastructure could also arise from UUVs 
unintentionally. The incorrect usage, malfunction or 
stranding of UUVs pose collision and obstruction 
risks. This could cause expensive damage and 
delays, or even loss of life.
On the positive side, there is a relatively low 
abundance of Australia’s critical infrastructure located 
in northern Australia, compared to the southern 
and eastern Australian coastlines. However, major 
energy projects, submarine cables, commercial 
shipping routes, and military bases are located 
across northern Australia, and could be potential 
targets for foreign entities. Further, both Federal 
and Jurisdictional governments are undertaking 
significant investments and have plans to develop 
the economy, infrastructure, military presence, 
and human populations across the north. This 
report considers these future developments in the 
perspective of foreign interference through the use of 
UUVs. 
How may UUVs impact North Australia Trade?
The north Australian coastline is situated close 
to Indonesia and a number of ports of national 
significance are distributed across the north of 
Australia (Figure 1). 

Figure 1. Australia’s northern 
border and locations of national 
ports and ferry terminals. 
Data derived from Geoscience 
Australia (2015). 
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Figure 2. The volume of shipping traffic across north Australia recorded in 2008. 
Data derived from NCEAS. 106 

There are several commercial shipping routes across 
Northern Australia that serve various industries and 
markets (Figure 2). These are:
• The Great Northern Shipping Route, which starts  
 from Fremantle in Western Australia and continues  
 along the coast of Western Australia, Northern  
 Territory, and Queensland, serving ports such as  
 Darwin, Broome, Dampier, Port Hedland,   
 Gladstone, Townsville, and Cairns;
• The Pacific Islands Northern Shipping Route,   
 which starts from Townsville and serves the 
 Pacific Islands nations such as Papua New   
 Guinea, Solomon Islands, and Fiji;

• The Kimberley Western Australia Shipping   
 Service, which originates in Broome and serves 
 the remote coastal communities in the Kimberley  
 region of Western Australia, including Dampier  
 Peninsula, Yulmbu, and others;
• The Torres Strait Shipping Service/Island Trader  
 Service, which operates between Thursday Island  
 and Seisia in the Torres Strait, serving around 14  
 indigenous communities along the way; and,
• The Northern Territory–Timor-Leste-Papua New  
 Guinea Service, which starts from Darwin and  
 connects Timor-Leste and Papua New Guinea to  
 Northern Australia.
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These shipping routes cater to different types of 
cargo, industries, and economic purposes, including 
mining, oil and gas, agriculture, tourism, and general 
cargo – all of which could be impacted by intentional 
or unintended interference by UUVs. This could be 
through various mechanisms including:
• Collision Risk;
• Obstruction of Shipping Lanes; 
• Interference with Underwater Infrastructure; and 
• Security and Surveillance Issues.
The Torres Strait is particularly vulnerable to foreign 
interference due to its proximity to Australia’s 
northern border. On average, 8000 commercial 
vessels pass through the Strait annually, carrying 
approximately 40 million gross registered tonnes of 
cargo, and is the main route between the Pacific and 
Indian Oceans. The Strait would be an optimal target 
for both surveillance and interference by UUVs, and is 
less than 150 kilometres wide at its narrowest point, 
with commercial-shipping-confined lanes limited 
to a few deep channels. Even a proposed threat of 
collision by UUVs could close shipping through the 
Torres Strait, requiring vessels to make significant 
detours to reach home ports, and resulting in 
significant financial cost to Australia. 

How may UUVs impact the North Australia 
Critical infrastructure?
The North Australia Coastline from Port Hedland 
in the West to Townsville in the East (11,000 km) 
contains seven urban centres with populations 
greater than 10,000 people. These are Darwin 
(154,000), Cairns (153,800), Geraldton (40,000), 
Karratha (22,000), Port Hedland (14,000), and 
Broome (15,000). 
Darwin is the capital city of the Northern Territory and 
is where the parliament and administrative oversight 
are located. Darwin Harbour is a major port for both 
commercial and naval shipping. The harbour mouth 
is only 1.6 km wide and presents a bottleneck where 
UUVs could sit for prolonged periods for intelligence 
gathering, or present obstruction and collision risk. 
Despite the low population, there is considerable 
critical energy infrastructure across the north of 
Australia (Figure 3). Major gas and oil fields located 
across the north include: 
• North West Shelf Gas Field: located off the  
 Western Australian coast, the field has estimated  
 total reserves of around 56 trillion cubic feet (Tcf)  
 of gas and over 5 billion barrels of crude oil (bbl);
• Bayu-Undan Gas Field: located in the Timor Sea 
 about 500km northwest of Darwin, it has   
 estimated resources of around 400 billion cubic  
 metres (bcm) of raw gas and 148 million bbl;
• Ichthys Gas Field: located approximately 220km 
 offshore Western Australia, it’s estimated to hold  
 recoverable resources of around 12.8Tcf of natural  
 gas and 547 million bbl;
• Greater Enfield Oil Project: located in the 
 Northwest Shelf area and offshore about 60km to  
 the west of Exmouth, Western Australia, it   
 contains around 69 million bbl;
• Darwin Gas Project: located offshore from Darwin,  
 it has estimated reserves of 6.12 Tcf of gas and  
 over 50 million bbl.
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Figure 3. National onshore gas pipelines and off-shore oil and gas platforms across north Australia. 
Oil and Gas infrastructure data derived from GeoScience Australia and Bathymetry from Marine 
Constitution Institute.107  

All these facilities and associated infrastructure 
could be at risk from UUVs by the means (cyber 
and physical) listed in this document, resulting in 
significant economic loss, and even loss of human 
life. The shallow bathymetry of this area, all the way to 
Indonesia and PNG (Figure 3), would make it easier 
for UUVs to navigate across the ocean floor. 
Of particular risk is the Impex Ichthys Facility in 
Darwin. Although it is challenging to find exact 
figures, it is estimated that around 15 percent of 
Japan’s total energy imports come from the Darwin 
Ichthys facility, all of which needs to travel through the 
narrow mouth of Darwin Harbour. 

Future energy projects, such as Sun Cable, 
which proposes to send power generated by 
solar via submarine cable from Darwin to Jakarta 
and Singapore, could also be at risk from UUV 
interference, and this threat needs to be accounted 
for in project development. 
Submarine communication cables are another 
area where interference by UUVs could generate 
significant risk to the north. There are several 
submarine cables that come ashore in the north of 
Australia, providing important telecommunication 
connections to remote communities, and supporting 
global connectivity. The main submarine cables that 
come ashore across North Australia include:
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1.
APCN-2: The Asia-Pacific Cable Network 2 is a 
submarine cable network that links Singapore, 
Indonesia, the Philippines, Vietnam, Hong Kong, 
Japan, Taiwan, South Korea, Guam, Hawaii, 
Australia, and the United States. The cable lands in 
the Northern Territory near the city of Darwin;

2.
SEA-US: The South-East Asia-United States 
Cable System is a submarine cable that connects 
Indonesia, the Philippines, Guam, Hawaii, and the 
United States. It lands in Australia at both Jomunga 
on the Pilbara coast of Western Australia;

3.
PPC-1: The Pacific Papua New Guinea International 
Cable links Port Moresby in Papua New Guinea with 
Sydney, Australia. The landing station in Australia is 
located on the north-eastern coast of Queensland;

4.
North West Cable System: The recently established 
North West Cable System links Port Hedland 
in Western Australia with Darwin through an 
interconnected landing station at the towns of 
Onslow and Wickham.

How may UUVs impact North Australia Defence 
infrastructure?
Northern Australia hosts several defence force bases 
that support the ADF’s operations in the region. 
These include Robertson Barracks, which houses 
most of the army’s combat units; Tindal RAAF Base, 
which operates F-35 fighter jets and radar systems; 
RAAF Base Curtin, which provides surveillance and 
reconnaissance capabilities; and Lavarack Barracks, 
which is the army’s largest base and training centre. 
These bases may face risks from UUVs, such as 
collisions with naval vessels or cybersecurity attacks. 
Military bases serve as critical infrastructure and 
complexes that are essential to national defence 
operations. It is challenging to understand if UUVs 
pose a specific risk to these bases over other factors. 
They may cause obstruction and collision risks with 
naval ships arriving and departing military basis, and 
may increase the threat of cybersecurity attacks, by 
the increased proximity of the hack.  
The HMAS Coonawarra, RAN’s primary base facility 
in northern Australia, is located in the city of Darwin 
and is at most risk of UUV threats. With facilities for 
accommodating navy personnel and operational 
support, the HMAS Coonawarra operations included 
naval patrols, vessel maintenance, and surveillance 
missions. As of 2021, the base had around 400 
defence personnel from Australia, New Zealand, 
and the United States.
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Appendix C
Legal Implications of Autonomous Uncrewed Underwater Vehicles 

What are UUVs from a legal 
standpoint?
The following provides a brief overview of how 
autonomous UUVs are regulated as vessels under 
the key maritime laws administered by AMSA, 
including the availability of exemptions and the 
recently announced Reefworks Regulatory Sandbox. 
It will conclude by noting how the definition “defence 
vessel” creates a challenge for entities other than the 
Australian Defence Force (ADF) to develop UUVs for 
the Department of Defence.

Australian law (including maritime) 
attitudes to UUVs
AMSA and the regulation of the maritime 
environment
AMSA is the national maritime safety regulator, 
responsible for regulating commercial vessels 
operating in Australia’s maritime environments. 
AMSA regulates both Australian and foreign vessels 
operating in Australian waters108 in addition to its 
responsibilities for maritime safety, protection of the 
marine environment, and search and rescue.
AMSA regulates the maritime environment through 
two main pieces of legislation:
1. The Navigation Act 2012 (cth); and
2. The Marine Safety (Domestic Commercial Vessel)  
 National Law Act 2012 (cth) (the ‘National Law   
 2012’).
AMSA also has the power to make Marine Orders 
under the National Law Act 2012.
The Navigation Act 2012
The Navigation Act 2012 gives effect to the maritime 
international treaties and conventions that Australia 
has signed. It is complemented by delegated 
legislation, including the Navigation Regulations 
2013.109 The Navigation Act 2012 framework covers 
a range of different aspects of maritime operations, 
including:

• Crewing of vessels (chapter 2 of the Act);
• Vessel safety, including seaworthiness and   
 certification of vessels (chapter 3);
• Marine pollution prevention (chapter 4); and
• Safety of navigation (chapter 6).
The Navigation Act 2012 applies to vessels unless an 
exemption is granted, and the definition of “vessel” is 
found in section 14 of the Act:
Section 14:
“…vessel means any kind of vessel used in navigation 
by water, however propelled or moved, and includes 
the following:
(a) a barge, lighter or other floating craft;
(b) an air-cushion vehicle, or other similar craft, used  
 wholly or primarily in navigation by water.”
This definition draws no distinction between surface 
and sub-surface vessels. If a vessel navigates by 
water, then it makes no difference whether it operates 
on (and in some cases above) or below the surface. 
Similarly, there is no distinction made between 
conventional (non-autonomous) and autonomous 
vessels. That is, it is currently irrelevant whether 
a vessel is “autonomous” – once it satisfies the 
definition of “vessel”, the Act will apply. Therefore, 
autonomous UUVs are clearly vessels, and are 
ordinarily subject to the Act in the absence of an 
exemption.
In accordance with section 334 of the Act, there is a 
general power for the responsible Minister or AMSA 
to exempt from the application of the Act, or parts of 
the Act, specified vessels or classes of vessels, and a 
person or class of person.
The National Law 2012
The National Law 2012 was established to replace 
the previous patchwork of state and territory 
regulation and provide a single, national regulatory 
framework for the certification, construction, 
equipment, design and operation of “domestic 
commercial vessels” inside Australia’s exclusive 
economic zone.110 
The definition of vessel is found in section 8 of the 
National Law 2012 and is very similar to that found in 
the Navigation Act 2012:
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“…vessel means a craft for use, or that is capable of 
being used, in navigation by water, however propelled 
or moved, and includes an air-cushion vehicle, a 
barge, a lighter, a submersible, a ferry in chains and a 
wing-in-ground effect craft.”
As with the Navigation Act 2012 definition, once 
it satisfies the characteristics of a vessel, it is not 
relevant whether it is a surface or sub-surface craft, 
or whether it is conventional (non-autonomous) or 
autonomous.
The National Law 2012 specifically regulates the 
operation of “domestic commercial vessels” and 
section 7 provides the following definition:
(1) In this Law:
“…domestic commercial vessel means a vessel 
that is for use in connection with a commercial, 
governmental or research activity.”
This is a broad definition that will cover most vessels, 
apart from those engaged in “recreational” activities 
that continue to be regulated by state and territory 
maritime safety agencies.111 Therefore, in most 
instances, autonomous UUVs will fit within this 
definition and are subject to the National Law 2012 in 
the absence of an exemption.
Exemptions
Similar to the Navigation Act 2012, section 143 of the 
National Law 2012 provides AMSA with the power to 
make exempt from the application of the Act, or parts 
of the Act, specified vessels or classes of vessels, 
and a person or class of person.
Marine Orders
In accordance with section 163 of the National Law 
2012, AMSA as the National Regulator may make 
Marine Orders that cover a range of matters relating 
to commercial vessels, including:
• Vessel certification;  
• Vessel identification; and 
• Vessel safety standards.112 
These Marine Orders are regulations made under 
Commonwealth legislation and AMSA keeps an index 
of them on its website.113 

AMSA and the regulation of autonomous 
vessels
AMSA has been in a holding pattern in relation 
to the regulation of autonomous vessels, as it 
awaits the definition of a whole-of-government 
policy position.114 The AMSA Policy on Regulatory 
Treatment of Unmanned and/or Autonomous Vessels 
(the “Policy”) indicates the current AMSA approach to 
the regulation of autonomous UUVs.115 In short, while 
the current regulation regime is in place, autonomous 
vessels will be treated as vessels except where 
AMSA agrees to provide exemptions.
To date, AMSA has not put forward an official 
position as to how “autonomous” should be 
understood in the context of autonomous vessels 
(including UUVs). Rather, it refers to them generally 
as remotely operated and autonomous vessels.116 
This fits with the default position that autonomous 
vessels are regulated the same as conventional (non-
autonomous) vessels under the Navigation Act 2012 
and the National Law 2012.
There are two types of exemption that exist under the 
National Law 2012:
1. General exemptions that AMSA grants on its 
 own initiative and typically have general 
 application to vessels, persons and operations  
 that meet the relevant criteria and conditions.   
 National Law general exemptions are available on  
 the AMSA website.117  
2. Specific exemptions are granted on application  
 in accordance with the regulations by a person  
 and are contained in Marine Order 501 (National  
 Law – administration) 2013 (Marine Order 501).118  
When deciding whether to grant an exemption, 
AMSA must first be satisfied that an exemption will 
not jeopardise the safety of a vessel or a person 
on board a vessel.119 It may then consider a range 
of other relevant factors to determine whether it is 
appropriate to grant an exemption.120 
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Current limitations and future 
directions
In summary, the current AMSA regulation of 
autonomous UUVs as a subset of autonomous 
vessels does not account for their autonomous 
nature. Rather, autonomous vessels are treated as 
conventional (non-autonomous vessels) unless an 
exemption exists. As Horne et al. have observed, 
regulatory approaches that are not fit-for-purpose can 
stifle innovation, and reliance on bespoke exemptions 
can jeopardise trust and social licence.121 AMSA has 
indicated its awareness of the likely limitations of the 
current regime as autonomous vessel technology 
proliferates. AMSA has stated on its website that it is 
“working on a new regulatory approach that will be 
sustainable in an environment of rapid technological 
change” 122 and the policy states that AMSA will 
develop guidance related to the design, construction, 
operation, safety management, and safety assurance 
of unmanned and/or autonomous vessels in 
Australian waters.123 While no further detail was 
available at the time of writing, it can be anticipated 
that the future direction of the regulation of 
autonomous vessels will see the creation of specific 
provisions and AMSA guidance that contemplate the 
particular characteristics of autonomous vessels.
Australian Institute of Marine Science (AIMS): 
ReefWorks Regulatory Sandbox
AMSA has recently innovated in the regulatory space 
via the grant of approval to AIMS for the creation 
of a “regulatory sandbox” as part of its ReefWorks 
tropical marine technology test range.124 Generally 
speaking, regulatory sandboxes are a regulatory 
structure that permits piloting or testing of services or 
products within a defined space under a specified set 
of rules, when those services or products are unable 
to operate under existing rules.125 The creation of the 
Reefworks Sandbox was advocated for by AIMS, 
the Defence Cooperative Research Centre Trusted 
Autonomous Systems, and AMC Search. The 
approval is for five years, and provides for permit-free 
testing and evaluation of vessels up to 12m in length, 
traveling up to 20km within the test range.126 
Naval vessels and the development of 
autonomous UUVs for Defence
The National Law 2012 establishes a number of 
technical (and other) standards that autonomous 
UUVs will ordinarily not be able to comply with due 
to the way they are constructed and operated. For 

example, autonomous UUVs are not crewed in 
the same way as conventional (non-autonomous) 
vessels. This means that autonomous UUVs need to 
obtain an exemption to be built and operated lawfully.
In the Defence context, section 7(3) of the National 
Law 2012 also excludes “defence vessels” from the 
definition of “domestic commercial vessels” and 
so effectively does not apply to such vessels. The 
definition of “defence vessel” is included in section 6:
“…defence vessel means:
(a) a warship or other vessel that:
 (i) is operated for naval or military purposes by the  
 Australian Defence Force or the armed forces of a  
 foreign country; and
 (ii) is under the command of a member of the   
 Australian Defence Force or of a member of the  
 armed forces of the foreign country; and
 (iii) bears external marks of nationality; and
 (iv) is manned by seafarers under armed forces  
 discipline; or
(b) a government vessel that is used only on   
 government non-commercial service as a 
 naval auxiliary.”
Therefore, autonomous UUVs would be exempt 
from the National Law 2012 in circumstances that 
satisfy the requirements of section 6. This may 
be important for the standards applicable to the 
development of autonomous UUVs but also for the 
testing and operation for prototypes.127 In practice, 
most autonomous UUV research and development 
undertaken for Defence would be undertaken by 
entities outside the ADF and who are not in a position 
to satisfy the “defence vessel” requirements set out 
in section 6(a). For example, the requirements in 
parts (ii) for command by an ADF member and (iv) for 
crewing by seafarers under armed forces discipline.
This means autonomous UUV development 
activities undertaken by the Defence Science and 
Technology Group (DSTG), Defence industry, and 
research institutions such as universities would be 
regulated as “domestic commercial vessels” by 
the National Law 2012 unless an exemption was 
available (see discussion above). To illustrate this, in 
2022 Defence announced a partnership between 
Defence contractor Anduril, Navy, and DSTG to 
develop extra-large autonomous undersea vehicles 
(XLAUVs).128 While we do not have any visibility into 
how development and testing is conducted, it can 

52



be observed that if these XLAUVs are not being 
commanded by ADF personnel, then they do not 
constitute “defence vessels“ and would be subject 
to regulation by the National Law 2012. This appears 
to be the case, even if the XLAUVs will ultimately 
be so commanded and become Defence vessels. 
Policy makers may need to reflect on whether this is 
a desirable state of affairs for promoting indigenous 
development of autonomous UUVs.
What is certain is that the challenges facing the 
RAN in terms of sheer nautical miles of territory to 
defend, more uncrewed vessels, surface and other, 
will be brought into service: “the RAN will acquire 
five Bluebottle USVs and is working with Austal on 
the patrol boat autonomy trial. The former HMAS 
Maitland will be renamed Sentinel and refurbished 
to allow for autonomous and remote operations. The 
RAN has also acquired and tested a maritime tactical 
systems catamaran, demonstrating a clear desire to 
expand its USV capabilities.” 129 

International law (including 
maritime) attitudes to UUVs
There is no impediment at law to the use of uncrewed 
underwater vehicles (UUVs). Weapons (or those 
which in other senses may appear to be UUVs but 
are solely created and dispatched as mission-specific 
weapons) are excluded from this discussion of UUVs. 
The overarching law, the Vienna Convention on 
the Law of Treaties 1969, holds that where specific 
international treaties are silent on a particular subject, 
then the relevant treaty is to be interpreted in good 
faith and in light of its object and purpose. Therefore, 
many of the concerns about whether an underwater 
autonomous vehicle is or is not a ship (or vessel), is 
or is not crewed (physically or remotely), and is or is 
not military by nature, fall away because the purpose 
of each of the following existing international laws 
pertaining to vessels and specifically UUVs may be 
applied: the fundamental object and purpose are, for 
example, to ensure safe navigation, less pollution or 
good stewardship of the oceans. Where international 
law is completely silent on a topic, then the law of 
any Nation State (“state”) will apply to the extent not 
challenged internationally (and in effect becomes 
customary international law).
Vienna Convention on the Law of Treaties 1969
Article 31(1): Treaties must be interpreted in good faith 
and “in accordance with the ordinary meaning to be 
given to the terms of the treaty in their context and in the 
light of its object and purpose.”

The United Nations Convention on the Law 
of the Sea (UNCLOS) 
UNCLOS makes a distinction between submarines and 
vessels (or ships) which sail on the water: “UNCLOS 
recognises the right of innocent passage for the ships of 
all states within the territorial sea (Article 17). Submarines 
are expressly included within those entitlements, subject 
to navigating on the surface and showing their flag 
(Article 20),” meaning that submerged vessels must act 
like ordinary vessels in order to avail themselves of the 
right of innocent passage. This may not be practically 
possible, depending on the design and technology 
behind a particular UUV, in which case where there is 
otherwise no international or domestic law or agreement 
which expressly describes the relationship of underwater 
vessels (be they autonomous, semi-autonomous or 
other), then we may apply the logic of the Vienna 
Convention and include UUVs as ships either by 
reference to an expansive view of UNCLOS or via state-
by-state designation as such via internal laws:
“If the objective of UNCLOS was, as it is believed, to 
develop a legal framework for the oceans including 
the operation of ‘ships’, nationally defined, by states 
in areas under the jurisdiction of other states and in 
areas beyond national jurisdiction, then the inclusion 
of UMVs in national definitions of ships supports 
both the object and the purpose of the Convention. 
Furthermore, there is evidence of an increasingly 
‘evolutionary approach’ to treaty interpretation. For 
instance, the International Court of Justice (ICJ) 
has found that where a generic term is used, in the 
particular case the term, ‘commerce’, and where 
the relevant provision aims to settle a matter for an 
indefinite duration, treaty terms ‘must be understood 
to have the meaning they bear on each occasion on 
which the Treaty is to be applied, and not necessarily 
their original meaning.’ If, in the context of a treaty 
agreed in the mid-nineteenth century, the term 
‘commerce’ can be interpreted to include ‘tourism’, 
it is certainly arguable that the term ‘ship’ under 
UNCLOS can include new types of ships as well as 
UMVs provided that a state designates them as such. 
It is therefore reasonable to conclude that whether a 
UMV is a ship under UNCLOS is intentionally left to 
the contracting state.” 130
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“Article 94 [of UNCLOS] is by no means 
prescriptive, and if the presence of mariners on 
board is not a prerequisite for ‘ship’ status, then it 
arguably makes no difference whether the vessel 
is remotely operated or operating autonomously. 
Further, the International Maritime Organisation 
has defined a maritime autonomous surface 
ship as ‘a ship which, to a varying degree, can 
operate independently of human interaction’, and 
the fact they have used the word ‘ship’ suggests 
their members do not consider unmanned status 
an impediment to ship status. Further, by way of 
analogy, when comparing the aviation industry, 
every form of flying vehicle may be considered an 
‘aircraft’ for the purposes of regulation.” 
Where there is silence in international law, a state’s 
definition of “ship” or “uncrewed underwater 
vehicle” (and so forth) in a state’s own domestic law 
(especially where left unchallenged) may prevail.  
This is because UNCLOS allows for state norms and 
practice.
Convention on the International Regulations for 
Preventing Collisions at Sea, 1972 (COLREGs) 
COLREGS are rules which apply “to all vessels upon 
the high seas and all waters connected to the high 
seas and navigable by seagoing vessels.” It does not 
specifically address submerged vessels, however, at 
Section III – conduct of vessels in restricted visibility 
(Rule 19), it states “every vessel should proceed at 
a safe speed adapted to prevailing circumstances 
and restricted visibility. A vessel detecting by radar 
another vessel should determine if there is risk of 
collision and if so take avoiding action.” [Emphasis 
added] This may be extrapolated to modern 
underwater usage in that where there is non-visual 
detection, it may behove the driver of the vessel 
which detects the underwater vessel (autonomous 
or otherwise) to adapt to that information, rather than 
continue into a potential collision or otherwise rely on 
the submerged vessel’s ability to accommodate their 
passage. There may be many submerged vessels 
that have no ability to navigate that precisely.
International Convention for the Safety of Life at 
Sea, 1974 (SOLAS) 
While the absence of a definition of “ship” under 
SOLAS leaves it open in theory to apply to UUVs, the 
tonnage specified in the annexes to SOLAS mean it 
is unlikely that it will directly apply to smaller UUVs, 
being more relevant to large UUVs.

International Convention for the Prevention of 
Pollution from Ships, 1973 (MARPOL)
MARPOL contains a broad definition of the term 
“ship”, however, as stated above, the requirement 
to define a UUV as a ship is counter to the intent of 
the good faith interpretation of UNCLOS, SOLAS 
or COLREGS. What is pertinent is that the drafters 
operated within the context of the development and 
technology of their day; looking to the broader object 
and purpose will sensibly include UUVs, be they 
military or other.
Convention of the International Telecommunication 
Union, 1934
The Convention expands Australia’s jurisdiction to 
regulate the use of certain radio-communications 
services by foreign vessels beyond the territorial sea 
via Radio Regulations.  
Navigation Act (Cth) 2012
Section 6 of this Commonwealth Act rebuts the 
presumption of Australian laws not being intended to 
operate extraterritorially (outside Australia and coastal 
seas). Section 6 provides: “This Act applies both 
within and outside Australia.” AMSA has the authority 
and responsibility for operational activities of the 
Navigation Act. The objects of the Navigation Act are:
(a) to promote the safety of life at sea; 
(b) to promote safe navigation; 
(c)  to prevent pollution of the marine environment;  
 and
(d) to ensure that AMSA has the necessary power to 
 carry out inspections of vessels and enforce   
 national and international standards.
Interim Guidelines for Maritime Autonomous 
Surface Ships, 2019  
The International Maritime Organization (IMO) has 
released these interim guidelines with the aim of 
assisting relevant authorities and stakeholders 
to ensure safety and security with due regard for 
the protection of the environment. While these are 
specific to surface ships, there are many sections 
(including one on cyber risk management, in section 
2.10) that could well apply to the underwater realm, 
and it is our view the default position is that they 
apply where possible. The IMO anticipates releasing 
a non-mandatory goal-based MASS Code to 
take effect in 2025, which will form the basis for a 
mandatory goal-based MASS Code, expected to 
enter into force on 1 January 2028.
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Future considerations
Autonomous weapon systems (AWS)
AWS (fully or partially autonomous) development 
(especially where involving automation, artificial 
intelligence, machine learning or similar) and 
deployment must comply with existing treaties and 
conventions under international humanitarian law, 
and will need, at a minimum, to include sufficient 
cyber risk management of the systems and 
infrastructure used in deployment of such systems. 
This is extrapolated from the Interim Guidelines for 
MASS trials (see Interim Guidelines for Maritime 
Autonomous Surface Ships, 2019 above) and is 
reflective that modern instruments of international 
law will be drafted to explicitly require that due 
consideration is given to “building with security in 
mind” of technology which may have second, third 
or further order effects upon populations and the 
environment.
UUVs 
May be operated remotely by military, defence civil 
service, contractors or civilians. Who operates UUVs 
has ramifications from a Law of Armed Conflict 
perspective for the state operating them. Should, 
for example, a state choose to allow non-uniformed 
members of its defence (or other branches of their 
civil service) to operate UUVs where the state is 
bound by the relevant Geneva Conventions and 
Protocols etc. of International Humanitarian Law 
(IHL), then that state must comply with those laws. 
Meaning that in the case of armed conflict, the 
engagement of non-combatants into any combatant 
roles (such as the piloting of UUVs) may waive that 
state’s rights to protection as non-combatants under 
IHL. How these systems are piloted therefore needs 
to be a decision made at the highest strategic level of 
that state.
Under s123 of the Defence Act 1903, the exemption 
that may apply to military or employees from 
requirements of state and territory law (e.g., a 
requirement to register a vehicle or firearm) is not 
sufficiently broad to exempt those same personnel 
from the operation of the Commonwealth laws that 
enable the Geneva Conventions and Additional 
Protocols (IHL).

Unintended harm 
Further consideration as to the size, capacity, 
dimensions, type of power, containing dangerous 
goods or large quantities of smaller UUVs must 
be had: the good faith interpretation required by 
the Vienna Convention imposes upon Australia a 
requirement to have regard to public safety, the 
environment, and numerous related considerations. 
As an example, consider a fleet of small UUVs the 
size of a football or smaller, powered by standard 
batteries. Once expired, the UUV may be an inert 
item, however, when considered en masse, or as 
containers of toxic waste, we return once again 
to designing with safety in mind. Not just cyber or 
technology safety, but also environmental and human 
safety.
Being “owned”
The design of all UUVs is usually focused on its 
operation. Consideration should be given to its 
counter-operation: what if this falls into enemy 
hands? What will they be able to do with those assets 
if they are turned against Australia? What information 
will they learn about our capabilities if one of our 
UUVs falls into their hands? See, for example, the US 
underwater naval drone/glider seized in the South 
China Sea by China in 2016. Will Australia have the 
ability to detect when a UUV has been “turned” and 
distinguish it from our own or allied forces?
Airspace
Examining how aerial drones have been regulated, 
as regards national and international airspace, as at 
least informative if not instructive.
Recreational
It will be helpful to distinguish between recreational 
UUVs from non-recreational, as has happened in 
air space. There will naturally be some overlaps (for 
example, the potential to cause harm in the marine 
environment), however, the purpose behind the 
design and construction is relevant.
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