How to register your
multi-factor authentication (MFA)

Computer and phone instructions

Before you start

On your mobile phone, install the Microsoft Authenticator app. Use the QR
code for your phone’s operating system to go to the app store.

iPhone (iOS) Android

Set up the Microsoft Authenticator app

1. On your computer, go to aka.ms/mfasetup

2. If prompted, sign in with your RMIT email address and password.

B Microso ft

Sign in

Q Sign-in options
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3. Select Next.

B Microsoft

Let's keep your account
secure

We'll help you set up another way to verify it's you.

Use a different account

Learn more about verifying your identity

4. Select Next again.

Install Microsoft Authenticator

p—

Install the app on your mobile device, then come
back here to continue.

ermon 2 Downiosd on the
# Google Play o App Store
Set up a different authentication app

Set up a different way to sign in

5. Select Next once more. A QR code will appear on your screen.

<«

Set up your account in app

If prompted, allow notifications. Then add an
account, and select Work or school

Set up a different way to sign in

<«

Scan the QR code

Use the Microsoft Authenticator app to scan the QR
code. This connects the app to your account.

Then come back and select Next.
Can't scan the QR code?

Set up a different way to sign in
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6. On your phone, open the Microsoft Authenticator app, then select the + icon
> Work or school account > Scan a QR code.

7. Use your phone to scan the QR code displayed on your computer.

& Scan QR Code

<

Scan the QR code

W

Use the Microsoft Authenticator app to scan the QR
code. This connects the app to your account.

Then come back and select Next.

Can't scan the QR code?

8. On your computer, select Next.

Need more help?
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9. A notification will be sent to your phone. Enter the number shown on your
computer into the Microsoft Authenticator prompt on your phone and select
Yes to approve.

<

@ Are you trying to sign in?

Let's try it out AT Uiy

Enter the number shown 1o sign in.

73

73

Enter the number shown in the app to approve the

10. Select Done on your computer.

@ Authenticator Added

You can now use Microsoft Authenticator to approve
sign-ins, get one-time codes, and more.

This is now your default sign-in method

11. If you’re asked whether you want to stay signed in:
e Select No if other people use this computer, or

e Select Yes if you’re the only user.

Need more help?

' RMIT Contact IT Service Connect

UNIVERSITY Page 4 rmit.edu.au/its



Add your mobile number as a backup method

12. On the security info page, select + Add sign in method.

13.

Security info

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.
dvisabl - notification Change

le is unavailable: M

Sign-in
+ Add sign-in method

Last updated:

[ Password @ 4 months ago

® Microsoft Authenticator
Push multi-factor authentication (MFA)

Lost device? Sign out everywhere

Choose Phone.

Add a sign-in method

A\ Microsoft Authenticator

O Approve sign-in requests or use one-time codes

Hardware token
Sign in with a code from a hardware token

Phone
Get a call or text to sign in with a code

Learn more about each method to help you choose.

14. Select your country code and enter your mobile number, then select Next.

P RMIT

Add a phone number

¢

Verify it's you with a text code to your phone.

Country code
Australia (+61)

Phone number

Choose how to verify

@ Textacode

Message and data rates may apply. Pressing Next
means that service and
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15. Enter the verification code sent to your phone, then select Next.

Verify your phone number X

Enter the code we sent to +61

| 091543

Didn't receive the code?

16. Select Done.

@ Phone number added

¢

You can now receive a code each time you sign in.

Done

Your MFA is now set up with Microsoft Authenticator, and your mobile number is
added as a backup method.

Need more help?
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